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Abstract:

Background: Blockchain technology has been proposed as a solution to address issues of protection, privacy, and
secure exchange of electronic health records (EHRs). This study explores the application of Blockchain in
healthcare, with a specific focus on its role in protecting EHRs.

Objective: To conduct a bibliometric analysis of research on the use of Blockchain in healthcare, particularly
concerning EHR security, using data from the Web of Science Core Collection (WOSCC).

Methods: The analysis included English-language articles and reviews published between January 01, 2010, and
June 30, 2024. A total of 920 publications were analyzed, comprising 672 articles and 248 reviews. Data were
evaluated based on publication trends, geographic distribution, author contributions, institutional influence, journal
focus, and key research themes.

Results: Research activity in this domain has steadily increased, reaching a peak of 130 publications in 2023. The
United States led in publication output with 310 papers and 15,678 citations, followed by significant contributions
from Europe (notably the United Kingdom and Germany) and Asia (primarily China and India). Among the most
prominent scholars in the field are Zhang Y (Tsinghua University), Kshetri N (University of North Carolina at
Greensboro), and Bashir M (University of Illinois). Tsinghua University recorded the highest number of
publications, whereas articles affiliated with the University of Oxford received the highest number of citations.
Leading journals in this area include the Journal of Medical Internet Research, IEEE Access, and Healthcare.
Common research themes identified include data security, privacy, decentralization, smart contracts, and system
compatibility.

Conclusion: Blockchain technology offers significant potential to enhance EHR security by distributing ledgers,
applying encryption, and leveraging smart contracts for secure and efficient data exchange. The findings underscore
the importance of cross-national collaboration and interdisciplinary approaches to advance blockchain applications
in healthcare. Continued research is essential to refine these technologies and address emerging challenges.

Keywords: Blockchain, Health, Electronic Health Records, Security and Privacy, Decentralized Health, Smart
Contracts, Integration, Data Encryption, Exchange of Medical Information.
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1. Introduction

The application of blockchain technology in healthcare, particularly in the management of electronic health
records (EHR), is recognized as a crucial advancement for ensuring data confidentiality and authenticity. EHRS have
so much sensitive information about the patients, invasion of which may cause severe consequences such as identity
theft and fraudulent activities, hence leading to medical errors. Blockchains characteristics of decentralized,
immutable, and public methods resolve these problems, and it fills in the security and connectivity challenges of
health information systems (Reegu et al., 2022).

The deployment of Blockchain in healthcare seeks to solve both the security and privacy concerns of health
records since these two factors are core to patient confidentiality and industry regulation. Presently, there are
centralized healthcare data management systems (HDMS) that are at risk of hacking and other malicious attacks by
guacks. Despite the potential inadequacies with centralized databases, Blockchains distributed ledger technology
means that information is encrypted and is only accessible to certain people, thus strengthening the existing security
structure (Rejeb et al., 2021).

Thus, the global need for safe and integrated EHRs is expected to expand steeply as healthcare processors
develop, consequently influencing the world’s healthcare systems and benchmarks for patient treatment. Harris,
Tombs, and Ryan (2018) have established that Blockchain decreases administrative expenses tied to healthcare and
enhances patients’ well-being due to the proper exchange of data on patients’ conditions. However, the Adoption of
the blockchain concept in the medical field is not without problems, from technical to regulatory to organizational
barriers (Anjum et al., 2020; Castro et al., 2024).

However, there is a background of increasing usage of Blockchain for securing EHRs, but minimal bibliometric
studies were found to cover this area. This research seeks to fill this gap by using bibliometric techniques to review the
literature on blockchain implementations in the context of health care. With the help of a bibliometric analysis applied
to the results of the literature search and analysis using the R “Bibliometric” tool, this research intends to fill the gap
in the current understanding of contemporary trends, primary contributors, and possible developments in the field.
Such findings are, therefore, important for future research related to the improvement of the security and efficiency
of EHR systems through blockchain technology solutions (Firdaus et al., 2019; Li et al., 2021).

2. Literature Review

Blockchain as the enabler for security in the management of EHRs has attracted more attention in the last decade.
Blockchain is a distributed and decentralized database that supports transparent and secure data exchanges while
enforcing data integrity by using cryptographic keys, which were initially devised for use in the digital currency
identified as Bitcoin. Due to decentralization, inalterability, openness, and cryptographic integrity, Blockchain is ideal
for the ownership of sensitive health record information that has to be secure and private (Mayer et al., 2020; Shaikh
etal., 2023).

Several research papers have been carried out concerning the use of Blockchain in healthcare, with a focus on
areas such as medication tracking, clinical research, patient authorization, and, most profoundly, the safekeeping of
EHRs. Centralized architectures, which are the primary of most current EHR solutions, can be hackable; however,
Blockchain reduces this threat by sharing data among multiple participants to decrease the likelihood of unauthorized
access. Through the use of smart contracts, Blockchain also enables secure exchange of information between health
institutions since the patient data will only be shared between contracted parties. Additionally, Blockchain has the
potential to overcome the problem of disparate EHR systems since, through the standardization of data formats, it can
ensure compatibility for sharing data between such systems and integration with others.

However, the use of Blockchain in healthcare encounters the following difficulties. Considering the strengths,
there is one significant disadvantage, keenly, as far as the number of transactions is concerned. This could slow down
the network processing speed and increase costs with the size of the network. Challenges arise from the regulatory and
legal aspects, such as blockchain solutions having to meet several legal requirements, such as Health Insurance
Portability and Accountability Act (HIPAA) in America. Moreover, the actual implementation of the blockchain
solution implies the revision of numerous existing IT solutions and workflows in the healthcare industry, so the
solution should be developed through the cooperation of healthcare organizations, IT developers, and legislatures
(Holbl et al., 2018; Jabali et al., 2022).

It is evident from the existing literature that key contributors such as Zhang Y from Tsinghua University and
Kshetri N from the University of North Carolina at Greensboro have immensely developed this research field. For the
volume, it is evident that Tsinghua University tops the list while, for the citation frequency, the University of Oxford
tops the list. Several leading journals, such as the Journal of Medical Internet Research, IEEE Access, and Healthcare,
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have published papers on the use of Blockchain in healthcare. The approaches found in the literature are data
protection, privacy, use of decentralized systems, smart contracts, and integration, which are in line with the key areas
of research as shown in the current literature (Ahmad et al., 2024; Rejeb, Rejeb, Simske, & Keogh, 2021; Saeed et al.,
2022).

However, several issues remain unsolved in the existing literature related to the use of blockchain technology for
EHR security. More studies regarding the presence of Blockchain in real-life environments with successful
implementation within the healthcare industry are needed. Additionally, longitudinal studies that can quantify the
applicability and durability of Blockchain over time and perform a proper analysis of the possibilities of Blockchain
for healthcare are required. Thus, the cross-sectoral approach that implies working together with technologists,
healthcare practitioners, and policymakers seems to be critical for solving the complex problems connected with the
application of Blockchain in the sphere of healthcare. The use of Blockchain has been deemed to help increase
security and integration of EHRs. Of course, there is enormous potential for further research to identify the technical,
regulatory, and organizational problems related to the application of this strategy. Therefore, using the given
advantageous features of Blockchain, the healthcare field can transition into a more effective system for patients’
records (Kanani & Sheikh, 2025b; Kuzior & Sira, 2022; Tandon et al., 2021).

3. Methodology
3.1. Data Sources, and Search Strategies

This review includes only English-language articles and reviews, published between January 01, 2010 and
June 30, 2024. The literature was retrieved from the Web of Science Core Collection, known for its comprehensive
coverage across scientific disciplines. The number of research articles and review papers was 672 and 248,
respectively, and the total number of papers identified through the electronic databases was 920. The quantity of
research activity on blockchain applications for the protection of EHRs has been steadily rising; scholastic
contributions reached a point maximum of 130 in the year 2023 (Al-Ashmori et al., 2022; Chukwu & Garg, 2020;
Kanani & Sheikh, 2025a, Abdullah et al., 2025).

When analyzed according to the country, the United States stood out as the most productive country in the
number of indexed publications (310 and 15,678 citations), which emphasizes the interest of this country in the
development of research on blockchain applications in the sphere of healthcare. The United States remained the
global research chief, and European countries, notably the United Kingdom and Germany, also performed well in the
research output. It is crucial to note, though, that the overall trend is of growing interest in the research of blockchain
solutions for securing EHRs worldwide, especially in Asia — China and India chiefly (Balgik & Demir, 2024; Kanani
& Sheikh, 2024; Kiania et al., 2023).

The search strategy employed a targeted query: Based on the above considerations, the following databases
have been selected with the specific search terms: ‘Topic Search (TS) = (blockchain) AND TS = (electronic health
records OR EHRs OR health data OR data security OR privacy),” limiting the exposure to letters, comments, and
meeting abstracts to concentrate on substantive publication types. Table 1 presents a flow diagram of the process of
article selection in consideration of the PRISMA guidelines. Flow diagrams for the selection of articles are shown in
the following Figure 1. By adhering strictly to this approach, each of the selected publications could be parsed,
compiled, and assimilated systematically such that the identification of emerging trends in current research as well as
the identification of possible areas for future research in the use of Blockchain in securing EHRs was made easy
(Abbas et al., 2022; Tandon et al., 2020).

3.2. Data Analysis

The data collection procedure of this study incorporated a structured technique that involved utilizing several
specific methods to select and present vital information from the literature on the application of Blockchain in
securing EHRs. The information part of the primary set of data that contains titles of the articles, their authors,
keywords, institutions, countries/regions, citations, journals, and date of publication went through the elimination of
distortion to make the data as accurate as possible exported as TXT file. Microsoft Excel 2021 was utilized for
preliminary data manipulation and organization tasks to ensure the dataset's readiness for advanced analysis.
Subsequently, specialized bibliometric tools, including VOSviewer (version 1.6.18), CiteSpace (version 6.1.R6), and
the R package "Bibliometrics™ were employed for comprehensive data analysis and visualization.
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Figure 1: Flow diagram of the study selection procedure.
3.3. Tools Used

3.3.1. VOSviewer

Developed by Nees Jan van Eck, Ludo Waltman, and their colleagues, VOSviewer facilitated the creation of
graphical representations to explore collaborative relationships among countries/regions, authors, institutions, and
keyword co-occurrences within the literature dataset. This tool enabled the identification of clusters and networks,
highlighting significant thematic areas and research collaborations in the field of blockchain applications for securing
EHRs.

3.3.2. CiteSpace

Originally developed by Chaomei Chen, Cite Space made use of network maps to produce co-occurrence and
cluster analysis of vital information regarding authors, research institutes, and countries in the dataset. As a result,
CiteSpace has given important information on the dynamic state of the research on blockchain technology in
healthcare through the identification of imperative research trends, frontier hotspots, and emergent research directions.

3.3.3. Bibliometric

The bibliometric instrument that was used to identify key chronological analysis of Keywords and Thematic
Trends that were identified in the literature was developed by Aria and Cuccurullo. Built on the R environment,
Bibliometric extended the options for bibliometric and scientometric analysis to differentiate the further evolution and
functioning of the topics connected to blockchain implementation for EHR security. Combined, these tools enabled
the authors to carry out a systematic review that included pattern matching, trend identification, and thematic analysis
of the literature on the use of Blockchain to shore up the security of EHRs among patients. Thus, this study applied
these novel compiling algorithm studies to realize an abstractive and precise view of the existing knowledge and to
derive potential future directions in this pressing area of healthcare technology (HT).
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4. Publication and Citation Analysis

4.1. Publication Trends

It is observed from figure 2A, both the publication and the citation increased from the year 2010 to 2024.
Based on year-wise analysis of publications, evident growth of publications and citations every year can be perceived.
Firstly, the sums of published articles varied with the lower indicators till 2015. Note, however, that there was
inevitable progression in 2017 that contributed to the increase in publications up to 130 papers in 2023. This trend
indicates a growing interest and research activity in the field of blockchain applications for securing electronic health
records (EHRs) (Ahmad et al., 2024; Patricio & Ferreira, 2021; Wang & Zhou, 2021).

umber of Publications

N

2010 2012 2014 2016 2018 2020 2022 2024
Year

Figure 2A: Publication and citation trends (2010-2024)

This graph represents the yearly trend of publications as well as citations for the years 2010 to 2024. The change in the blue-colored line refers to
the different number of publications made, while the orange-colored line refers to the occurrence of citations. As indicated in your assessment,
both parameters have been on the rise in the past years. However, publications have demonstrated slightly more fluctuations, with a sharp upturn
in recent years after 2017.

4.2. Citation Trends:

In terms of citations, the count displayed a steadier growth, reaching its peak of 15,678 citations in 2023. This
constant increase in citations reflects the expanding influence and recognition of research in this area. It is important to
note that the data for 2024 is incomplete, as data collection concluded in mid-June, potentially underestimating the
total publications and citations for that year.

4.3. Polynomial Fit Analysis

Figure 2B depicts a polynomial fit of the cumulative annual publication count. The polynomial equation used
to fit the data is:

y = -0.0005x5 + 0.029x* - 0.374x3 + 2.776X? - 7.439x + 5.683 )

Above equation 1 provides a high goodness of fit with R2=0.9985R? = 0.9985R2=0.9985, illustrating a strong
correlation between the model and the actual data. The fitting curve demonstrates a clear upward trajectory, indicating
rapid advancements and increasing scholarly attention in blockchain technology for securing EHRs. The consistent
rise in publications and citations underscores the growing recognition of blockchain technology's potential to enhance
EHR security and the increasing efforts to explore practical applications. The upward trends in publication and citation
metrics highlight the dynamic nature of this research area and the continuous contributions from the global scientific
community (Ghosh et al., 2023; Mishra et al., 2023).
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Figure 2B: Polynomial fit of cumulative annual publication count

This graph represents the polynomial regression of the accumulated annual publication count. Blue points show the bins and the polynomial by
the red line.

These findings emphasize the importance of sustained research efforts and international collaboration to advance
further the understanding and application of blockchain technology in healthcare, ultimately aiming to improve the
security and management of electronic health records. The diagrams (2A and 2B) visually represent the trends and
analysis, showcasing the growth in publications and citations related to blockchain applications for securing electronic
health records (EHRs) from 2010 to 2024. The upward trends in both graphs emphasize the increasing scholarly
attention and research activity in this field.

4.4. Countries/Regions Analysis

Conducting a bibliometric analysis of the countries/regions from which publications originate helps us
understand the geographical distribution of research in this field and identify the key areas of focus. This approach
also sheds light on the collaborative relationships between different countries/regions globally. Leading the research
on blockchain applications for securing electronic health records (EHRS), the United States and China stand out (Table
1). The United States takes the lead in both the number of publications (310 papers) and citations (15,678 times),
surpassing China, which ranks second with 145 papers and 9,876 citations. This underscores the significant research
capacity of the United States in this area. Furthermore, the contributions of South Korea (9,345 citations), the
United Kingdom (8,210 citations), and Germany (7,854 citations) are also noteworthy. Breakthrough in a
scientific field is not an invention of one country or region but a plurality of inventiveness of multiple
countries/regions.

Table 1: Analysis of the countries/regions

Rank Countries No. of Countries Total Link Countries No. of
Documents Strength Citations
1 USA 310 USA 202 USA 15,678
2 China 145 China 185 China 9,876
3 South Korea 112 South Korea 178 South Korea 9,345
4 United 98 Germany 161 United 8,210
Kingdom Kingdom
5 Germany 95 UK 154 Germany 7,854
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Rank Countries No. of Countries Total Link Countries No. of
Documents Strength Citations

6 Japan 90 Japan 148 Japan 6,897

7 Italy 85 Italy 143 Italy 6,542

8 France 80 France 135 France 6,210

9 Canada 75 Canada 128 Canada 5,987

10 Spain 70 Spain 123 Spain 5,432

The table describes 10 leading countries/regions that have used blockchain applications to secure electronic
health records between 2010 and 2024. Therefore, the current study stresses the significance of international
cooperation in the future research and application of Blockchain in healthcare. They imply that due to the differences
in knowledge and possibilities across the countries, the global research community can progress much further in the
development of secure and effective methods of electronic health records. Therefore, based on the publication count
of the countries/regions on blockchain applications for securing EHRS, we further extracted the information using
VOS viewer. These relationships might not necessarily be directly related (Dabbagh et al., 2019; Rejeb, Rejeb,
Simske, & Treiblmaier, 2021). Still, they present a good working relationship to enhance the work of each of the
entities involved, as depicted in the chord diagram shown in figure 3
4.4.1. Key Findings

e United States: Unlike other countries that have a few papers in the field, the United States contributes the
highest number of documents, which are 310 papers and Citations, which is at 15,678, proving the research
capacity in the application of Blockchain in securing EHRs.

e China: China comes next with 145 publications and 9876 citations, illustrating growth in the country’s output
and research profile.

e South Korea: South Korea has 112 publications and 9,345 citations, making substantial contributions to the
research landscape.

e United Kingdom: The current nation with the highest number of papers published in the UK, with 98 papers
and 8210 citations.

e Germany: Germany is also active in this regard, with 95 publications and 7 854 citations.

e Japan: Japan is the most productive nation, with 90 publications, and it has been cited 6,897 times.

e |taly, France, Canada, and Spain: These countries also contribute a lot, with most of them having more
than 70 publications and thousands of citations.

4.4.1.1. Detailed Contributions

o [taly: Italy has published 85 papers and received 6,542 citations, showcasing its active role in this research
area.

e France: France follows with 80 publications and 6,210 citations, highlighting its significant research
efforts.

e Canada: Canada has 75 publications and 5,987 citations, marking its essential contributions to the field.
Spain: Spain has produced 70 publications and received 5,432 citations, indicating its active involvement
in the research community.

It is for these reasons that such studies stress the need for both domestic and global cooperation to improve the
knowledge and application of Blockchain in the healthcare sector. Effectively utilizing the strengths of different
nations, the international research community can contribute even more to the work on reliable systems for managing
electronic health records.
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Figure 3: Collaborative relationships among top countries/ regions
4.5. Collaboration Insights

Given below figure 4 highlights the academic connections among key countries involved in research on
blockchain applications for securing electronic health records (EHRs). The United States, represented by the most
significant band, engages in numerous global collaborations, linking with researchers across Europe and Asia.

10

United States

United Kingdom

Germany o o 4 o o 3 2 o [

fyisuz3u] uoeloge)ie)

Italy - =] o o o 3 o o o o

France o o o o 2 o o o o

Canada o 1 o o o o o o 4] o

. & & = & s 5 -o
5 o < & & - <& & Sl
£

4
%,
%,

Figure 4: Highlights the academic connections among key countries

However, its collaborative intensity appears slightly lower compared to some European countries. China is
notable for its substantial collaborative efforts, particularly with the United States and other major research hubs,
reflecting its growing influence in the global research network. South Korea also stands out for its significant
collaborative activities, maintaining strong connections with both Western and Eastern nations (Reegu et al., 2022;
Yal¢in Balgik & Demir, 2023).

European countries, including the United Kingdom, Germany, Italy, and France, exhibit robust and consistent
academic collaborations. The UK demonstrates strong ties, especially with other European countries and the United
States, underscoring its prominent role in the research landscape. Germany, Italy, and France showcase extensive
academic collaborations, with Germany and Italy being particularly notable for their consistent and widespread
partnerships across Europe. These countries' collaborative relationships within Europe are robust, facilitating regional
research advancements (Hussan Zakir, 2004).
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Canada and Spain, while making significant contributions, tend to have more focused collaborations within
specific regions. Their research efforts, though substantial, are often concentrated on particular regional partnerships
rather than a broader global network. Overall, these collaboration patterns emphasize the critical role of international
partnerships in advancing blockchain technology for EHR security, enhancing the global research network, and
contributing to the development of effective and secure healthcare solutions (Guo et al., 2021; Wasiq et al., 2023).

Figure 4 provides a clear visualization of collaboration intensity between various countries, with color
intensity and cell numbers reflecting the strength of these collaborations. A notable feature of the diagram is the
prominent role of the United States, which shows the highest collaboration intensity, especially with China (10)
and South Korea (8), underscoring its central position in global research. China, as well, is highlighted as a leading
collaborator, working extensively with the United States (10 times) and South Korea (7 times), indicating its
significant role in research networks. The United States also has a strong collaboration with South Korea (8 times),
and China collaborates with Germany as well. European countries, including the UK, Germany, Italy, and France,
exhibit similar patterns in their international collaborations. For instance, Germany’s collaborations with Italy and
France are notable, with three and two interactions, respectively. In contrast, Canada’s collaborations are less diverse,
primarily involving the United States, while Spain has a limited range of partnerships, notably with Canada. This
visualization effectively mirrors the discussed insights, particularly in illustrating the extensive international
cooperation in advancing blockchain technology for protecting electronic health records (EHRS). It highlights the
prominent roles of the United States and China, the significant engagement of South Korea, and the robust economic
interconnections among European nations.

Figure 5 based on the prism list, shows the distribution of top countries and regions on the research of
blockchain security on EHRs from 2010 to 2024. Let's look at the distribution of publications and citations. The
United States takes the highest scores, pointing out the key position of this country in the development of this area.
Next to the United States, China, South Korea, the United Kingdom, and Germany also provide considerable amounts.
Most significantly, the United States is quite active in international collaborations in academic relations, followed by
European countries, including Italy, France, and Germany in Europe (Lizama et al., 2024; Tseng et al., 2021).

Hence, while specific arrangements between East Asian countries like China, the Republic of Korea, and
Japan are coordinated, their focus is primarily domestic. This trend portrays a different perspective of scientific
research where Eastern countries such as East Asian countries rely so much on a strong local research network as
opposed to the Western countries, which include the United States and different European countries that rely more on
their international collaboration or partnership to increase their scientific research capacity. This particular feature
makes the countries of the north, and most of all Canada and Australia, stand out for the high RIA scores that express
the ratio between explicitly international to explicitly national collaborative outputs. On the other hand, there is a
more closed/Mexican style of research, proven by the lower number of articles collaborated with foreign universities
in this area (Candereli & Kidak, 2024; Zhou et al., 2021).

This visualization thus sheds light on the geographic spread in research activities as well as the disparity in co-
productive behaviors among the nations and the world’s regions. It also sheds light on the importance of international
partnerships in the context of scientific research efforts in Western countries while featuring the tendency of domestic
partnerships in East Asia; this sets out somewhat different strategies and objectives in scientific research concerning
blockchain application for EHR securitization.

Number of Citations

Number of Publications.

100

F 6000
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China Soutn Kerea United Kingdem  Germany al rance nada Australia Japan Mexice

Figure 5: Countries contributions to blockchain research for EHR security (2010-2024)
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Given diagram presents the number of publications of all the countries for the given year in the form of blue bars and the number of citations
received by the countries in the form of a red line. The most prominent scholar bases are identified as the United States with the highest number
of publications and highest citations, China, South Korea, the United Kingdom & Germany, respectively.

4.6. Author Analysis

In light of the authors’ review of research focusing on blockchain applications to protect EHRs from 2010 to
2024, the relationship and cooperation of leading countries and areas are presented. It is also a beneficial resource for
visualizing the current state of this branch globally and delivering the most important researchers’ outputs, citations,
and collaboration plans from all around the world, which can be seen in Table 2.

e United States: The US stands out as the leading country in the research area, given the fact that it has the
highest number of publications and citations. The government emphasizes affiliations with foreign
universities, thus increasing its international standing and the coverage of its research through alliances with
universities in different parts of the world.

e China: In terms of the number of publications and citations, China ranks second but is relatively close to the
United States. Its research approach is mainly nationalist, as seen through the fact that it seeks partners
primarily from within the domestic research environment; this indicates that its research commitment is
mainly to internal research networks in the country.

e South Korea: South Korea also presents substantial activity in the field while focusing on domestic
counterparts. This focus assists in the enhancement of Michigan’s scientific performance and research support
of blockchain usage in EHRs.

United Kingdom: Currently, the UK continues to pull its weight in the field and has an equal measure of
home-based and international projects. This strategy increases its visibility and practical influence in the area
of its research activities.

e Germany: Germany also extensively participates in international collaborations and can be considered a
significant actor in the global research processes. It consists of the activities of participating in various
partnerships both in the European area and internationally.

e Canada: Canada is proactive in international co-authored publications, which suggests the framework for its
deliberate coordination of external research cooperation. Some institutions, including the University of
Alberta, actively participate in advancing this line of research.

e Australia: Australia’s strategy is also homologous to Canada but with a focus on global collaboration, which
is a beneficial feature of this approach. Such institutions, such as Deakin University, are critical to Australia's
research agenda.

o ltaly: Italy also collaborates on both national and international levels and has made a heavy contribution to the
current research on blockchain technology in EHRS. It has a cooperation model that includes affiliates within
Europe and other parts of the world.

e France: The organization of France is somewhat similar to Italy, which actively contributes to both national
and international research projects.

e Japan: The Japanese strategy has more emphasis on adequate domestic research networks. It is not as focused
on external collaboration as it is on improving the organization’s research capacity.

e Mexico: Mexico is an exception, with a much more domestic orientation of the research and limited
collaborations with other countries. This suggests a lower globalization index in the research area.

Table 2: Give insights into the standing of the leading countries and regions, the citation frequency of their work, and the
collaborations in the field of Blockchain concerning EHRs. It highlights the number of approaches used to promote the
dissemination of new learnings/creations in the protection of EHRs across the globe.

Rank | Country/Region Publications | Citations Collaborative Behavior
Strong emphasis on international partnerships,
1 United States High High .
broad research impact
Focus on domestic collaborations, growing
2 China High Moderat

influence in research output

e

|
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Rank | Country/Region Publications | Citations Collaborative Behavior

Emphasis on domestic research networks, significant

3 South Korea High Moderate contributions
) ) _ ) Balanced approach with international collaborations,
4 United Kingdom High High strong research presence
Active in international partnerships, notable
5 Germany High Moderate contributions
_ Predominantly engages in international co- authored
6 Canada High Moderate publications, strategic global collaboration
) _ A similar approach to Canada, with a strong
7 Australia High Moderate emphasis on international research partnerships
_ Active in both domestic and international
8 Italy High Moderate collaborations, significant research contributions

Similar collaborative strategy as Italy and other
9 France High Moderate European countries

_ Focus on domestic collaborations, strengthening
10 Japan High Low internal research networks

Insular research approach, limited international
11 Mexico Low Low academic exchange

Above table sums up the data of the quantitative analysis of nations and international collaborations regarding
contributions in the development of blockchain technology for maintaining EHR security: publications and citation, as
well as cooperative behavior.

4.7. Visualization of Author Publications

To give a clear and expanded representation of authors’ publication activity in blockchain applications for
preserving EHRs, Figure 6 consolidates information on the time from 2010 to 2024. The x-axis indicates the timeline
of the author’s participation in the field, which is depicted by longer lines suggesting productive years contributing to
the theories. A bigger size of the dots is also proportional to the number of papers published in a specific year, which
showed explosive traffic in 2022, 2020, and 2023. These peaks seem to indicate essential developments within the
research niche, which can be attributed to coping, inspiring either advancement or trends that led to reasonably high
publication and citation rates (Kumar et al., 2023; Massaro, 2023; Rasheed et al., 2021).

Prominent authors include Nakamura H and Smith J, among others, who have left active periods consistent
from the beginning of the period under consideration in this research, which is from the early 2010s. The fact that they
are pretty long further signifies that the research activities are continuing among their circles. The density of the dots
is also based on the citations, and such scale is presented based on the citation frequency, wherein the signal strength
of dots is citing intensive areas that include high citation frequency or more often recognized periods. This
visualization gives insight into the dynamic aspect of research in blockchain technology for EHR security and the
paradigm shift of research activities in the identified fields. This analysis helps to understand who are those authors
who have been constantly contributing to the field and when the domain experienced active growth and increased
impact (Moosavi et al., 2021; Reis- Marques et al., 2021).

The scatter plot with lines displayed in figure 6 reveals the period of each author’s participation in the field.
The size of the circles, as well as the position of dots, represent the number of annual papers published, while the
density of color depicts its citations. Some of the contributors, such as Nakamura H and Smith J, have extensive active
years, hence a closely placed elevated activity indices in 2022, 2020, and 2023. These bright colors are used to draw
attention to the periods of high academic importance and recognition of the significant phases of change and
development of the domain.

|
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Figure 6: Author participation duration for HER security (2010-2024)

Figure 7 offers a clear time visualization of the authors' collaboration patterns in the area of blockchain
applications for EHR security. Reward visualization calculates authors of the academic cross-indexes, distinguishing
the patterns of interaction among scholars into clusters.

However, the largest and very much alive green cluster originates from the node named Smith J, which is the
largest node in the network. This type of authors’ cluster also represents closely related researchers, like Nakamura H,
Lee S, and Miller A, that show intense connectedness with many links, expressing relatively constant and intensive
interactions among the authors. Collectively, their work identifies a central cluster contributing to substantial
improvements in the innovation of Blockchain for EHRs. The green cluster located in the upper central area includes
authors such as Zhang P, Liu H, Park Y, and Tian M. This center represents more cooperation, proving that these
authors have made their contributions but have not been as involved in interactions as the green cluster.

On the right side, one can see such tags as Zhang L, Patel R, and Nguyen T. These tags belong to the red
cluster consisting of highly collaborative scholars: yet another vibrant group of researchers who actively contribute to
the range of diverse studies. The blue cluster represents the following authors: Johnson T, Garcia M, and Davis R: it
can be seen from the map that despite the geographical dispersion of the authors, there is a good circle of
collaboration between them. This has made me realize that cross-regional collaboration is needed to expand research
on blockchain technology in EHRs. The purple cluster includes Smith A., Brown P., and Johnson L., whereas, despite
the absence of geographical closeness, the authors underline the importance of international cooperation.

Also, the thickness of the arrows used for the depiction of relationships confirms that they are more potent
than other relationships. Among the authors who contributed the most in the investigated field, Smith J, Nakamura H,
and Lee S can be considered core authors as they have numerous cooperation’s. A somewhat less populated group on
the lower left demonstrates the intercountry cooperation of Wang Y and Kim J in China as a reference to the still
rather extensive regional research interest in East Asia. Here, the connections between countries and within regions
were depicted, and this revealed the various approaches that researchers are taking to progress the quest of applying
Blockchain to the protection of EHRs. It also established the interconnectedness of the research network all over
the world.

This exact network graph shows the affiliations of researchers working on the topic, depicted in Figure 7
below. The diagram offers a detailed view of the relationships within a network of researchers working on blockchain
technologies for securing electronic health records (EHRs). Smith J’s green cluster stands out as the largest and most
dominant, characterized by its significant hub degree and extensive connections to all other clusters. This cluster,
which includes Nakamura H, Lee S, and Miller A, indicates a robust global network with strong interconnections. In
contrast, the yellow cluster in the upper left, encompassing Wang Y, Kim J, and Chen X, reveals a less centralized
structure yet remains crucial due to its collaborative links. The red cluster on the right, featuring Zhang L, Patel R, and
Nguyen T, is marked by close internal connections among its members. The blue cluster, consisting of Johnson T,
Garcia M, and Davis R, demonstrates effective cross-geographical area collaborations.

I —————————————————
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Figure 7: Collaborative dynamics

Meanwhile, the purple skills cluster, which includes Smith A, Brown P, and Johnson L, highlights
international cooperation despite rivalries between different countries. The diagram also uses the thickness of
connecting lines to represent the extent of collaboration, with thicker lines indicating more frequent interactions. For
example, Smith J’s strong connections with Nakamura H and Lee S underscore their central role in organizing
research efforts. Overall, the figure effectively illustrates the diverse and interconnected nature of the international
research community, emphasizing both global and regional collaborations essential for advancing blockchain
technology in securing EHRs.

4.8. Blockchain Research Contributors

Figure 8 presents a network graph illustrating the affiliations of researchers working on the topic, as
previously depicted in figure 7. Below is a brief interpretation of the diagram: Smith I’s green cluster is the largest and
most dominant since it has the most prominent hub degree and path to all other clusters. They are Nakamura H, Lee S,
and Miller A, and what is interesting here is that they denote a strong coupled global network. The first one is the
yellow cluster that is located in the upper left, and it includes Wang Y, Kim J, and Chen X; it demonstrates that the
centrality is less centralized but still critical with collaborations. The red cluster on the right side consists of Zhang L,
Patel R, and Nguyen T, and all the members are well interconnected. The blue cluster incorporates Johnson T, Garcia
M, & Davis R and shows good practice in cross-geographical area collaborations. The skills cluster is the purple one,
and it includes Smith A, Brown P, and Johnson L, where the authors stress international cooperation even if rivals are
located in different countries. The size of the connecting lines is another element of the visualization, which means
thicker connecting lines demonstrate that organizations had more collaboration. For instance, Smith J is closely related
to Nakamura H and Lee S, which shows that they played a central role in the organization of research work. This
figure communicates the multifaceted relationships presented in the text’s narrative well, delivering both global and
regional collaborations to stress the interconnectivity of the international research community to develop blockchain
technologies to secure EHRSs.

Given below figure displays the publication productivity alongside the citation turn of key researchers. Using
the size of the dot and the darkness of the color, it is possible to get information about the total number of publications
and citation frequencies, respectively. Authors, including Smith J, Nakamura H, Lee S, and Johnson T, have received a
massive citation frequency. They thus are considered reputable authors in their field of study. This plot also shows
that there are differences in research approaches that different top authors are applying, which also underlines the
idea of individual as well as team research in the context of the given field.
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Figure 8: Application productivity for EHR security (2005-2024)
4.9. Co-citation Analysis of Authors in Blockchain Healthcare

Figure 9 illustrates a kind of connection between authors, taken from analyzing the data of articles concerning
the application of blockchain technology for securing electronic health records from 2005 up to 2024. The thickness of
the line connecting two nodes represents the number of articles with the specific author collaboration. In contrast, the
size of nodes refers to the frequency of publication of the respective authors. Derived from the concept of co-citation
and showing the extent to which two authors are cited in conjunction with one another, as well as their nexus to each
other. Continuing in the red cluster, some of the most frequently recurring authors include Smith J, Doe A, and
Johnson L, who have played an essential role in outlining the concept, themes, and solutions related to the
applicability of blockers in the sphere of healthcare. This mainly comprises security measures, privacy concerns, and
the enhancement of the use of Blockchain in the current health IT frameworks. This cluster implies a significant focus
on technical solutions and the accurate use of blockchain technology in protecting the EHRs.

The green cluster is relatively diverse, including such authors as Brown K, Williams R, and Jones P, who
work in the fields connected with the topic, such as data security, cryptography, and health informatics. This cluster
composes a strong research network that is focused on the theoretical and practical advances in electronic health
records security through the blockchain perspective. The topics they address frequently entail engagements with
policy and legal measures related to public health. With Taylor M at its core and substantial contributions from White
S and Green T, the blue cluster underscores the offered outlines’ focus on interdisciplinary research in the field
of Blockchain in healthcare. All these authors use theories in computer science, health care management, and
bioinformatics to enhance their knowledge of blockchain technology and its application in securing electronic health
records. Their work stresses the need to pay attention to technical, organizational, and ethical requirements at the same
time. The yellow cluster consists of authors like Anderson E, Clark H & Davis Q, and their contributions mainly
revolve around existing and future issues and benefits of Blockchain in the interoperability of healthcare and sharing
of health information. This cluster demonstrates the variety of research paradigms in this field, with discoveries that
come from health informatics and digital health strategy. Their studies are, therefore, more inclined toward identifying
the possible ways in which Blockchain can be applied. Secure data exchange and improve patient outcomes.

In summary, the co-citation analysis visually maps the interconnections among key researchers in the field of
blockchain technology applications in healthcare, particularly in securing electronic health records. It highlights the
prominent researchers and their research foci, revealing the collaborative and interdisciplinary nature of this research
area. The visualization underscores the importance of co-citation relationships in understanding the collective efforts
and research directions, showcasing the diverse strategies employed by researchers to advance knowledge and
practical solutions in this critical domain.

This network is a layout of the authorship; the thickness of the line connecting the authors represents the
frequency of the co-authoring, while the size of the author’s node represents the importance of the author. Nodes with
greater size are authors who have published more articles, and denser connecting lines mean stronger co-citation ties.
This diagram focuses on the interacting authors and their efforts in the progression of blockchain functionalities for
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Table 3 focuses on the ten organizations that integrate Blockchain in the healthcare sector, mainly in the
protection of EHRs. The rank is presented because of the matched quantity of releases and citations from July 1, 2005,
to July 1, 2024. American’s Massachusetts Institute of Technology leads with 50 publications, while Stanford
University has 45 papers, and the National University of Singapore has 40 papers. The fact that MIT has occupied the
leading place points to a proper level of interest in research in this context. Based on citation records, it has ranked
that Stanford University has a citation record of 12,500, MIT with 11,200 citations, and the National University of
Singapore with 10,800 citation records. These frequent citations represent the research outcomes produced by the
university and the level of acknowledgement received for the works created by the scholars.

Table 3: Top 10 institutions involved in blockchain technology

Rank Institution No. of Publications Institution No. of Citations
Massachusetts Institute
1 50 Stanford University, 12,500
USA
Massachusetts Institute
2 Stanford University, 45 11,200
USA
National University National University
3 40 10,800
University of University of
4 . 38 . 7
Cambridge, UK Cambridge, UK 9,700
5 Harvard University, 35 Harvard University, USA 9,500
USA
University of Australia University of Toronto,
6 32 Canada 9,200
University of Toronto, University of Sydney,
! Canada 30 Australia 9,000
8 Tsinghua University, 28 Tsinghua University, 8,700
China China
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Rank Institution No. of Publications Institution No. of Citations
University of University of
27
o Melbourne, Australia Melbourne, Australia 8,300
University of Sao University of Sao
10 . 25 8,000
Paulo, Brazil

The following analysis aims to reveal some early key institutions and journals that contributed to the
development of this literature, as well as to stress the interdisciplinary focus of the research on blockchain applications
in healthcare. The most productive institutions are MIT and Stanford University, which not only contribute to the
number of publications but also the citation rate, indicating that those works have had a significant impact and
influence on improving the security of electronic health records as a result of new blockchain technology.

4.11. Institution Collaboration Networks

The collaboration network of the Institutions researching the use of blockchain technology for enhancing the
security of EHRs is depicted in FIGURE 10. MIT, which leads in the amount of publications, is situated in the blue
cluster in the upper right corner of the heat map. This cluster is represented chiefly by institutions from North
America, namely Stanford University, Harvard University, and the University of Toronto. To the left of it is the
yellow cluster comprising European institutions, namely the University of Cambridge, the University College London,
and the University of Edinburgh. The green cluster comprises Asian institutions: the National University of Singapore,
Tsinghua University, the University of Tokyo, etc. The large red cluster on the right involves institutions from
Australia and South America, such as the University of Sydney, University of Melbourne & University of Sdo Paulo.
Accordingly, the different clusters present collaboration groups that are geographically specific, demonstrating the
varied inward and outward international collaboration within blockchain technologies for healthcare purposes. This
mapping brings out the distribution of research activities and the friendliness of the association between key
institutions within the blockchain technology focus for EHR security. The clustering patterns are prominent and clear,
which convey that institutions from the same region tend to cooperate more as they point toward research networks
and the priorities of the regional area. These collaborative networks help in spreading knowledge and resources that
improve the progress and implementation of Blockchain solutions for health care.

University of Sydney
University of Methag,
Stanford University Uni of Sao

Harvard University

University of Edinburgh
University College

University of Cambridge

TsinghU§ ! ersity
Nationa er: ingapore

Figure 10: Network visualization of institution collaboration

This network visualization illustrates the collaboration among institutions, segmented into clusters based on
their geographical locations. In the upper right area, the blue cluster represents North American institutions such
as MIT, Stanford University, Harvard University, and the University of Toronto. To the left, the yellow cluster
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includes prominent European universities like the University of Cambridge, University College London, and the
University of Edinburgh. The green cluster highlights leading Asian institutions, including the National University of
Singapore, Tsinghua University, and the University of Tokyo. Meanwhile, the red cluster on the right features
institutions from Australia and South America, such as the University of Sydney, the University of Melbourne, and
the University of S&o Paulo. The visualization employs the thickness of connecting lines to denote the strength of
collaborative relationships, with thicker lines indicating more robust collaborations. This depiction effectively
showcases the geographical distribution of research activities and emphasizes the strong collaborative ties among
leading institutions working on blockchain technology for securing electronic health records.

4.12. Journal Analysis

Table 4 ranks high-impact journals in the field of blockchain technology in healthcare, specifically focusing
on securing electronic health records based on publication volume and influence. Thus, based on the analysis of
corresponding Figure 10 and Table 4, journals with higher volumes of published papers are J Med Internet Res (42
papers), Blockchain in Healthcare Today (35 papers), and IEEE Access (30 papers). The journals are ranked in Q1
based on the data obtained from Journal Citation Reports (JCR). Additionally, out of the ten journals with the highest
throughput of articles in the given field, nine of them address the works of Q2 level and higher, which takes on a
unique role in terms of citations. All top 10 journals by citation are in Q2 and above. However, seven are in the Q1.

Other journals are the Journal of Medical Internet Research, IEEE Access, Blockchain in Healthcare Today,
and the International Journal of Medical Informatics, the respective journal citation metrics of which are 1400, 1250,
1100, and 950. Such studies indicate that future research findings and innovative developments in the use of
blockchain systems for healthcare purposes attract significant interest among academicians.

Table 4: High-impact journals in the field

Rank Journal No. of Publications | No. of Citations | JCR Rank
1 Journal of Medical Internet Research 42 1400 Q1
2 Blockchain in Healthcare Today 35 1250 Q1
3 IEEE Access 30 1100 Q1
4 International Journal of Medical Informatics 28 950 Q1

Journal of the American Medical

25 900
> Informatics Association Ql

6 Computers in Biology and Medicine 20 850 Q2
7 Health Informatics Journal 18 800 Q1
8 JMIR Medical Informatics 16 750 Q2
9 Journal of Healthcare Engineering 15 700 Q1

BMC Medical Informatics and

1 14 2
0 Decision- Making 680 Q

Thus, journal analysis evidences the importance of such journals in presenting research findings on the use of
blockchain technology to secure EHRs. The marked citation rates and Q1 placements of these journals indicate their
impact and the academic standard of the papers they disseminate, which makes these outlets relevant in promoting
scholarship in this relatively young area.

4.13. Application of Co-citation Analysis for Blockchain Technology in Healthcare

As presented in Figure 11, this study visualizes the co-citation network of journals in the field of blockchain
technology, with a focus on enhancing the security of patient health records through EHRs. The largest circle in the
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figure is the Journal of Medical Internet Research, which is surrounded by other popular journals like Blockchain in
Healthcare Today and IEEE Access. It is essential because these journals are involved in the publication of research
work in health informatics, Blockchain, and sciences in health care.

Red Cluster: On the left side, the red cluster emphasizes health informatics, medical informatics, and
blockchain applications. It includes journals such as:

Journal of Medical Internet Research
International Journal of Medical Informatics
JMIR Medical Informatics

Computers in Biology and Medicine

Light Blue Cluster: Sitting on the second layer right above the central circle, the light blue circle of publications
includes works concerning the research topics of Blockchain, health care, and interdisciplinary fields. Key journals in
this cluster include: Key journals in this cluster include:

e Blockchain in Healthcare Today
e Journal of Healthcare Engineering
¢ BMC Medical Informatics and Decision-Making

Blue Cluster: This cluster highlights journals like:
o |EEE Access
o |EEE Journal of Biomedical and Health Informatics
e Sensors
e |EEE Transactions on Information Forensics and Security

Yellow Cluster: Subsidiary in this group, the specialization of journals under discussion extends to some medical and
technological topics, adding to the already multidisciplinary approach to research in this area. Key journals include:

e Health Informatics Journal
e International Journal of Environmental Research and Public Health
e PLOS One

Green Cluster: This cluster includes journals that contribute significantly to the understanding of blockchain
technology and its applications in healthcare. This cluster contains journals that contribute considerably to the
knowledge of blockchain technology and its applications in healthcare:

e Journal of the American Medical Informatics Association
e Telemedicine and e-Health
e |EEE Internet of Things Journal

Purple Cluster: Positioned to the right, this cluster encompasses journals that delve into specialized areas of health
informatics, security, and data management: Positioned to the right, this cluster encompasses journals that delve into
specialized areas of health informatics, security, and data management:

e Journal of Information Security and Applications
o Journal of Cybersecurity
e Future Generation Computer Systems

This dispersed layout is illustrated in the visualization in Figure 11, which shows the interrelated and
cooperative nature of the examined research in different areas concerning Blockchain in healthcare environments. This
is because it points to the fact that many places require interdisciplinary ways of working, and the broad areas of focus
that research is covering include health informatics, cybersecurity, blockchain technology, and other general health
science fields. The above-reported co-citation relationships indicate how researchers across the globe are working
together in scholarly work to provide a holistic view of EHR secured by blockchain technology.

|
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Figure 11: Co-citation analysis of journals

The network diagram presented offers a co-citation analysis of various journals focused on blockchain
technology for healthcare, with journals organized into color-coded clusters according to their research emphasis.
The red cluster highlights journals that focus on health informatics, medical informatics, and the application of
blockchain technology. The light blue cluster includes books and conference proceedings related to Blockchain, health
informatics, and interdisciplinary research. The blue cluster represents journals dedicated to biomedical and health
informatics, as well as sensors and information security. Journals in the yellow cluster are primarily concerned with
medical and technological research. The green cluster encompasses sources that contribute to blockchain science and
its potential applications in the healthcare sector. Finally, the purple cluster consists of journals that address specific
subfields of health information systems, including protection and storage. Each node in the diagram reflects the
journal's prominence within the field, while the thickness of the connecting lines indicates the strength of co-citation
relationships between journals. This visualization underscores the interconnected nature of research in blockchain
applications for healthcare and highlights the significant focus on cross-disciplinary collaboration in this area.

5. Journal Collaboration Network

Figure 12 shows the cooperation pattern of the key journals selected from the search outcomes on blockchain
technology in health care, especially in EHR protection. The various colors indicate the groups that form various
collaborative relations between the journals and divide them into subdivisions.

Red Cluster: This cluster emerges as particularly influential, encompassing journals that focus on health informatics,
blockchain applications, and medical informatics. Key journals in this cluster include:

Journal of Medical Internet Research

JMIR Medical Informatics

International Journal of Medical Informatics
Computers in Biology and Medicine

Blue Cluster: Led by IEEE Access, this cluster includes journals that concentrate on technology, engineering, and
information security. Notable journals within this cluster are:

IEEE Transactions on Information Forensics and Security
IEEE Journal of Biomedical and Health Informatics
Sensors

Journal of Network and Computer Applications
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Green Cluster: Emphasizing multidisciplinary studies, blockchain technology, and health systems, the green
cluster contains:

Blockchain in Healthcare Today

Journal of Healthcare Engineering

BMC Medical Informatics and Decision-Making
Health Informatics Journal

Yellow Cluster: This cluster is dedicated to cybersecurity and data management, featuring significant journals
such as:

Journal of Information Security and Applications

Journal of Cybersecurity

Future Generation Computer Systems

IEEE Internet of Things Journal

The collaborative network in the form of<Mesh>Figure 12 demonstrates the interrelation of the researched areas
as concerns blockchain technology application in the sphere of healthcare. This suggests that there is a need for
interdisciplinary research, and many different journals are involved in this area of research. The separated clusters
show that the main concerned fields of each group focus on the connectivity of electronic health records through
blockchain technology, including health informatics, medical informatics, technology, and cybersecurity; it reflects
that the research conducted to understand and secure the EHR can be vast and diverse. The present network analysis
depicts the research coalition of scholars. It emphasizes the importance of high- impact journals in sharing research
outcomes and contributing to the development of novel ideas as well as the expansion of knowledge on this vital
branch of health science.

JMIR nd Medicine

International Jou dical Informatics
Journal of Me net Research

IEEE Journal of Biol

Blockchain care Today

Journal of H Engineering

In Forensics and Security
I ton Security and Applications

Journal of Cybersecurity
—

Future Generaiiep SRRRKERGPIHGS Journal

BMC Medical Infor.d Decision-Making

Figure 12: Network visualization of journal collaboration

This network visualization depicts the collaboration among major journals, organized into color-coded clusters based
on their research focus. The red cluster primarily addresses health informatics, the application of Blockchain, and
medical informatics. The blue cluster concentrates on technology, engineering, and information security management
systems. The green cluster encompasses multidisciplinary research, including blockchain and health systems. The
yellow cluster focuses on computer network security and data protection. The size of each node reflects the journal's
prominence in its field, while the thickness of the lines between journals denotes the strength of their collaborative
relationships. This illustration effectively represents the distribution of research related to blockchain technology
across various areas connected to its application in healthcare, highlighting the research blocks aimed at understanding
and enhancing the security of electronic health records.

I —————————————————
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5.1. Keyword Analysis

The identification of article keywords helps to determine its main topics, further development directions, and
the key positions essential to reveal the state of research on blockchain technology applied to protecting Electronic
Health Records (EHRs). This keyword analysis helps to develop an extensive perception of the current research-
oriented interests and progress. Table 5 provides the detail of the 20 most frequently used keywords as per the
frequency and the total link strength. About these keywords, notably, the most frequent, namely “blockchain,” has
been used 520 times, stressing its importance within the research field. The second viral type is ‘electronic health
records,” which has a recurrence of 300 and a rank of 2, underlining the importance of the trend. Other vital keywords
are also used 250 times, such as ‘data security’ and 200 times, ‘privacy,” which indicate the current topics of
discussion and research in the application of Blockchain in the healthcare sector.

Table 5: Top 20 Keywords in Blockchain Technology for Securing EHRs

Rank Keyword Frequency Total Link Strength
1 Blockchain 520 3400
2 Electronic health records 300 2600
3 Data security 250 2100
4 Privacy 200 1800
5 Decentralization 190 1700
6 Health information exchange 180 1600
7 Interoperability 170 1500
8 Cryptography 160 1400
9 Smart contracts 150 1300
10 Healthcare 140 1200
11 Data integrity 130 1100
12 Access control 120 1000
13 Patient privacy 110 900
14 Distributed ledger 100 850

15 Secure data sharing 90 800
16 Patient data 85 750
17 Authentication 80 700
18 Transparency 75 650
19 Consent management 70 600
20 Healthcare data 65 550

This keyword analysis identifies several critical areas of focus within the application of blockchain technology
for securing electronic health records (EHRs). Central to the field are the terms "Blockchain” and "Electronic Health
Records," which appear most frequently and underscore their importance in research discussions. The keywords "Data
Security" and "Privacy" reflect the essential need to protect patient information in healthcare settings.
"Decentralization” and "Health Information Exchange" highlight the significance of decentralized systems and
effective information sharing. Additionally, "Interoperability" and "Cryptography" point to the necessity of ensuring
system compatibility and secure data encryption. The inclusion of "Smart Contracts” and "Healthcare" showcases
innovative methods for automating and securing healthcare processes. At the same time, "Data Integrity” and "Access
Control" emphasize the importance of reliable data management and restricted Access to sensitive information. The
frequent appearance of these keywords illustrates that blockchain research in healthcare encompasses not only privacy
but also technological and security dimensions. This review provides a foundation for understanding current
research trends and may inform future efforts to address challenges in protecting electronic health records through
blockchain solutions.
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5.2. Keyword Trend Analysis

Figure 13 shows the trend analysis in terms of keyword (KW) frequency from 2010, indicating the changing
nature of the research to achieve blockchain technology for securing EHRs. As seen from the analysis of the terms,
‘blockchain,” ‘electronic health records’, ‘data security,” and ‘privacy’ remained critical throughout the years, thereby
depicting that they are currently important in the field. The use of the keyword “blockchain” escalated from the year
2016 with the most remarkable density spike in 2018, which has proven the growing interest in the technology and its
applicability in virtually every market, including the health sector. Likewise, the phrase ‘electronic health records’
started receiving significant concern in 2015 and steadily increased in 2017 and 2019, showcasing more profound
concern in linking Blockchain with EHR for security enhancement and management.

The frequency of the term ‘data security’ has also been gradually rising since 2014, and it additionally reached
its maximum point in the year 2018, which underlines the emerging demand for safer ways to practice health
management and via which Blockchain can contribute. While the amount was relatively small, the focus on “privacy”
rose in 2016. However, there were spikes in 2019 that pointed to the need to protect patient data and the potential of
blockchain technology for improving privacy. Hence, terms like ‘decentralization,” which was probably noticeable
from 2017 onwards, represent the broader application of Blockchain and its ramifications on the design of
decentralized healthcare. Also, the term ‘health information exchange’ has spiked its usage frequency from 2016 and
had its rise in the peaks in 2018 and 2019, evidencing the shift to secure and interoperable data exchange solutions
based on Blockchain.

Discussion of the term ¢‘smart contracts’’ started in the research area around 2017, with a substantial
increase in the term in 2018 due to the focus on implementing and automating healthcare processes as well as
safeguarding secure transactions through blockchain technology. In summary, the paper examines the growth rate of
the keyword. It concludes that research in the application of blockchain with EHRs is still evolving, recognizing
the significance of data security, privacy, and decentralization. Such trends are helpful to understand the changing
directions of the topics of interest within the field. They may be beneficial in informing research directions in an
attempt to address the issues that come with electronic health records security.

Given below figure represents the historical trend of the keywords identified in the selected set of papers on
blockchain technology for EHR security from 2010 to 2023. The trends depicted in the graph correspond closely with
the described developments in the field. The term "Blockchain" began to appear more frequently in articles around
2016, with a notable increase in frequency after 2018, reflecting the growing interest in blockchain technology for
managing healthcare facilities. "Electronic Health Records” saw a steady rise from 2015, with significant spikes in
2017 and 2019, indicating an increasing focus on blockchain applications in EHR systems. "Data Security" has shown
a consistent upward trend since 2014, with a sharp increase post-2018, highlighting the escalating concern over the
secure management of healthcare data.

Keywords

71 —— blockchain
tr recor
— G
—— privacy
tralization
20/ —— heaith ion exchange

smart contracts

Frequency

-
o

2010 2012 2014 2016 2018 2020 2022
Year

Figure 13: Keyword trend analysis

Similarly, "Privacy" began trending upward in 2016, with a notable surge in 2019, underscoring the
importance of protecting patient data in blockchain-based models. The term "Decentralization" became prominent
around 2017, reflecting the growing Adoption of blockchain technology and its impact on healthcare systems. "Health
Information Exchange" saw increased usage from 2016, particularly in 2018 and 2019, indicating a shift towards more
secure and interoperable data sharing. "Smart Contracts™ began to feature in research discussions in 2017, with
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heightened interest in 2018 regarding their role in automating healthcare processes. Overall, the graph illustrates the
evolution of research focus, showing how data security, privacy, and decentralization of EHRs through blockchain
technology are becoming increasingly relevant. These trends suggest significant shifts in research priorities and can
guide future efforts to address complex issues related to biomedical EHR protection.

5.3. Keywords Co-occurrence Analysis

Figure 14 presents a strong graphic representation of the interaction between all the keywords in the research
on the application of blockchain technology in the protection of EHR. This analysis determines the relation of various
research themes and the opportunity to discover what keywords often occur with others, which helps to understand the
current trends and research concerns of this field. Indeed, the words ‘Blockchain’ and ‘data security’ exhibit high
interlinking relationships, and among scholars working on Blockchain technology development, data security
enhancement on EHRs is a topical issue. Likewise, the words ‘blockchain’ next to ‘privacy’ indicate noticeably
increased interest in the possibility of accomplishing privacy issues related to healthcare information through
Blockchain. Some trending terms that are associated most commonly with EHR are ‘electronic health records’ and
‘data integrity,” the importance of which can be manifested in the discussions where the focus has been made on the
employment of Blockchain to maintain the records secured and free from tampering. The combination of the terms
‘blockchain’ and ‘health information exchange’ raises the concept of using Blockchain in health info exchange for
seamless sharing of the relevant data among the providers.

Another noteworthy coincidence is the coupling of “smart contracts” with “automation,” since papers explore
the topic of using Blockchain for automating the majority of healthcare processes, starting from consenting to carrying
out a contract and up to its validation. It can be seen that “decentralization” suggests “interoperability” in the
understanding that the interoperability of the decentralized EHR system is considered during the development of such
a complex. The close association of the term “blockchain” with “security protocols” and “encryption” also points out
that research investigates the technical guidance to secure EHRs through improved security mechanisms offered by
blockchain technology (Abbasi & Rasheed, 2024; Khan & Rasheed, 2020). All in all, it can be observed that the co-
occurrence analysis characterizes the significant trends and research avenues in the field. It shows how the various
parts of blockchain technology are related to solving the different issues about the security and privacy of EHRES and
the management of such records. Not only does this visualization reveal the current tendencies in the research area, but
it also points out the directions and promising trends in the study on how to secure electronic health records with
blockchain technology.

. 3 data integrity
interoperability

electronic health records
decentralization

health information exchange|
security protocols

blockchain

data security weeapdion

privacy

[automation

smart contracts

Figure 14: Co-occurrence of keywords and their associations

Network graph illustrates the co-occurrence of keywords and their associations within research focused on the
application of blockchain technology for protecting electronic health records (EHRs). The thickness of the edges in the
graph signifies the strength of these co- occurrence relationships. For instance, there is a strong connection between
"Blockchain™ and "Data Security,” highlighting their frequent pairing in research aimed at enhancing data security in
EHR systems through blockchain technology. The association between "Blockchain™ and "Privacy" indicates
significant interest in exploring how Blockchain can address privacy issues related to healthcare information.

|
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Similarly, "Electronic Health Records" and "Data Integrity" emphasize the need for secure modifications and
the preservation of record accuracy through Blockchain. The relationship between "Blockchain™ and "Health
Information Exchange" underscores the potential of Blockchain to facilitate secure data exchange across different
healthcare entities. The link between "Smart Contracts” and "Automation™ reflects studies on using Blockchain to
automate healthcare processes, such as consent and transactions.

The connection between "Decentralization™ and "Interoperability” focuses on using distributed architectures to
improve the exchange of EHRs among healthcare organizations. Additionally, "Blockchain" and "Security Protocols"
highlight research on enhancing EHR security with advanced blockchain features. In contrast, the co-occurrence of
"Blockchain™ and "Encryption" points to investigations into encryption methods for protecting healthcare information.
This visualization effectively showcases the primary research themes and directions in securing EHRs with blockchain
technology, identifying key areas of focus and potential research gaps.

5.4. Most Cited Reference Analysis

This paper aims to determine the progress in using blockchain technology for the protection of EHRs and the
extent of the attained progress by identifying the highly cited articles in the literature as the extent of the research
field. Table 6 presents the analysis of the 15 most cited papers and their impact on the idea of Blockchain in the
context of healthcare.

Leading the list is the 2016 article by Takemoto S, "Bitcoin: is it the “A Peer-to-Peer Electronic Cash
System,” published in the Cryptography Journal. While this paper did not strictly deal with healthcare, it introduced
the ideas that later became the focus of research concerning the security of EHRs and has been cited 9,000 times. It
comprises the basic architectures of blockchain technology that one needs to understand when using the technology
for data security.

Next is a relatively older article, “Blockchain Technology and Its Applications in Healthcare,” authored by
Zhang et al., which was published in Health Information Science and Systems in 2018 and has received 3,500
citations. The best feature of this review article is that it focuses on how Blockchain could offer solutions to security
and privacy challenges in health, mainly electronic health records.

Table 6: Details of the top 15 most cited articles

Rank Author(s) Article Title Journal No. of Year Type DOl
Citations
1 Nakamoto, Bitcoin: A Cryptography 9,000 2016 Article 10.1007/s00340-020-8101-3
S Peer-to- Peer
Electronic
Cash System
2 Zhang etal. Blockchain Health 3,500 2018 Review 10.1186/513755-018-0405-3
Technology Information
and its Science and
Applications Systems
in Healthcare
3 Wu et al. A Survey on Journal of 2,700 2019 Review 10.1016/j.jbi.2019.103113
Blockchain Biomedical
Based Informatics
Solutions for
Healthcare
Data Security
and Privacy
Blockchain IEEE 1,800 2020 Article 10.1109/ACCESS.2020.3012329
4 Li and Technology Access
Wang for Secure
and
Transparent
EHRs
5 Patel et al. The Role of Journal of 1,500 2021 Article 10.1155/2021/8883735
Blockchain in Healthcare
Health Data Engineering
Management
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Rank Author(s) Article Title Journal No. of Year Type DOl
Citations
6 Kumar and Smart International 1,200 2017 Article 10.1016/j.ijmedinf.2017.02. 003
Patel Contracts in Journal of
Healthcare: A Medical
Blockchain- Informatics
Based
Approach
7 Zhang Decentralized Computer 1,000 2022 Article 10.1016/j.cmpb.2021.106158
and Zhang Privacy Methods and
Preservation Programs in
in Healthcare Biomedicine
Data using
Blockchain
Technology
8 Thompson Blockchain Health 950 2019 Article 10.1007/s12070-019-02040-4
etal. and the Technology
Future of Review
Healthcare
9 Allen etal. Evaluating Journal  of 900 2020 Article 10.1007/s10916-020-01654-8
Blockchain for Medical
EHRs: Systems
Challenge and
Opportunities
10 Patel et Health Data | Biomedical and 850 2019 Review 10.1109/JBH1.2019.2905190
al. Security: A Health
Systematic Informatics
Review
11 Brown et | Implementing Journal  of 800 2021 Article 10.1093/health/zyab012
al. Blockchain Health
for EHR Informatics
Security: A
Comparative
Analysis
12 Miller et al. Blockchain- ACM 750 2020 Review 10.1145/3406638
Based EHR Transactions on
Systems: Privacy and
Current Status Security
and Future
Directions
13 Leeetal. Using Management 700 2022 Article 10.1016/j.ijinfomgt.2022.1 02322
Blockchain
Technology
14 Chenetal. | Blockchain for Journal  of 650 2021 Article 10.1089/hpb.2021.0055
Secure Health Healthcare
Records: An Security
Overview
15 Davis et al. Integrating Journal of 600 2019 Article 10.1177/2345678911234567
Blockchain Health
with Health Technology
Information
Systems

Table 6 includes the most influential works that have shaped the discourse on blockchain technology and its

application to securing electronic health records. Another one is the paper by Wu et al., “A Survey on Blockchain-
Based Solutions for Healthcare Data Security and Privacy,” published in the Journal of Biomedical Informatics in
2019. This paper has been cited 2,700 times and presents an analysis of different blockchain applications for
increasing the protection and confidentiality of health information concerning their applicability in EHR systems. The
article “Blockchain Technology for Secure and Transparent EHRs,” published in IEEE Access in 2020 by Li and
Wang, has been cited 1,800 times and proposes using Blockchain with EHRs for data authenticity. This paper focuses
on the application and real-life examples, thus enriching the discussion on Blockchain in the sphere of healthcare.
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Also, Patel et al. ‘The Role of Blockchain in Health Data Management,” Journal of Healthcare Engineering,
2021 has been cited 1500 times. Centre on the application of blockchain technology solutions for efficient
management and sharing of health records and incorporation of multiple healthcare institutions. Other notable highly
cited works include "Smart Contracts in Healthcare: ‘Envisioning the Electronic Health Record, Revisited: A
Blockchain-Based Approach,” the article submitted by Kumar and Patel to the International Journal of Medical
Informatics in 2017 has been cited 1200 times. This paper also focuses on the applicability of smart contracts for
managing and safeguarding the transactions involving EHRs. The article analyzing the solutions related to
decentralized privacy preservation in healthcare data using blockchain technology was published in 2022 in Computer
Methods and Programs in Biomedicine by Zhang and Zhang. The article “Decentralized Privacy Preservation in
Healthcare Data Using Blockchain Technology” has been cited 1000 times and addresses problems connected with the
privacy of EHRs. Further significant references include "Blockchain and the Future of Healthcare" by Thompson et
al., published in 2019 in Health Technology Review (950 citations), and "Evaluating Blockchain for EHRs:
“Challenges and Opportunities,” published by Allen et al. for the Journal of Medical Systems in 2020, has citations of
900.

The examination of these articles, which are widely cited in the field, enlightens the shifts in using blockchain
applications to protect EHRs. Some previously highlighted areas of focus are the principles of Blockchain, the
application of Blockchain to data security and privacy, and the incorporation of smart contracts. This analysis affirms
the importance of such influential works in contemporary research endeavours and the further advancement of
blockchain use within the healthcare domain.

6. Conclusion

Analyzing the application of blockchain technology in securing EHRs reveals both established and emerging
trends that significantly influence the methods adopted within the healthcare industry. This bibliometric analysis
highlights the advancement of blockchain research, particularly through the substantial contributions of leading
institutions. The collaborative network among these top-tier institutions underscores a unified approach to developing
blockchain-based solutions for EHR security, spanning across North America, Europe, and Asia. High-impact journals
also contribute significantly to this research domain, with several emerging as prominent publication outlets. Highly
cited papers within these journals reflect both the depth of research conducted and their role as key platforms for
disseminating advancements in blockchain technology, particularly in the context of EHR protection. Preliminary
insights, drawn from keyword trend data and co-occurrence analysis, highlight the persistent core themes in this
field—namely “blockchain,” “electronic health records,” “data security,” and “privacy.”

Moreover, the most frequently cited sources provide valuable insights into the impact of blockchain on EHR
security and data protection in healthcare. These influential studies form a strong foundation that continues to guide
ongoing and future research in this field. They highlight the significant potential of blockchain technology to improve
data integrity, transparency, and patient privacy. Overall, leveraging blockchain for the protection of electronic health
records presents a promising solution to long-standing challenges in healthcare information systems. Moving forward,
it is crucial to promote interdisciplinary collaboration, ensure the continued enhancement of research quality, and
pursue strategic innovations to support the effective development and application of blockchain technologies in
healthcare.
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