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INTRODUCTION 

Information security awareness is crucial in hospitals, where patient data is a sensitive asset that 

must be protected. Low awareness of information security can increase the risk of incidents that harm, 

such as data theft or disruption of medical services (Dafid & Dorie, 2020). Managing patient data 

through the Hospital Management Information System (SIMRS) must be done carefully as information 

technology evolves (Putu et al., 2024). 

Hospitals must have clear policies to protect patient data and build a strong information security 

culture. Research shows that proper training and supportive leadership can enhance information 

security awareness among staff (Akhsan & Pendrian, 2024; Nurillah & Trihandoyo, 2024). 

Additionally, intrinsic factors such as motivation and extrinsic factors like policies and training 

significantly influence security culture (Triono et al., 2021).  

At Stella Maris Hospital Makassar, information security awareness remains low, with most 

employees never attending training or seminars related to security (80% never attended training, 93.3% 

unaware of how to report threats). This creates vulnerabilities for cyber threats that could jeopardize 

the integrity of patient data and hospital systems. Successful information security management requires 

clear policies, active leadership, and continuous training to establish a strong security culture and 

improve awareness among staff.   

 

METHODS 

This research uses a quantitative approach. Quantitative research is used to test theories by 

investigating the relationships between variables. These variables are measured using research 
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instruments, allowing for numerical data that can be analyzed using statistical procedures (Yusuf, 

2014). This is an analytical observational study, where the researcher seeks to examine the 

relationships between variables and analyze the collected data. The approach used is a cross-sectional 

study design, which involves measuring or observing variables at a single point in time (point time 

approach) (Raihan, 2017). The research was conducted at Stella Maris Hospital in Makassar in January 

2025. 

 

Population and Sample 

The population of this study consists of employees at Stella Maris Hospital, Makassar, totaling 555 

people, namely doctors, nurses, midwives, pharmacists, laboratory assistants, radiographers, 

nutritionists, medical recorders, and management staff. The sample size was calculated using the 

Slovin formula with a margin of error of 5%, resulting in 220 employees. The number of samples 

selected was in accordance with the minimum number needed for quantitative research. The sampling 

technique used is stratified purposive sampling, where the sample is selected proportionally from 

different strata based on the type of profession, ensuring that each group with different roles in the use 

of the Hospital Management Information System (SIMRS) is represented. The sample is selected 

randomly within each group, according to the inclusion and exclusion criteria. 

 

Data Collection Procedure 

In this study, a Likert-scale questionnaire was used to measure the intrinsic and extrinsic factors 

influencing Information Security Culture (ISC) and their impact on Information Security Awareness 

(ISA) among hospital staff. The questionnaire was structured into different sections, each addressing 

key dimensions related to security culture and awareness. 

The intrinsic factors section assessed employees' knowledge of information security, their 

compliance with security policies, their security behavior, and their general awareness of security 

threats in the workplace. These factors were measured through statements regarding the importance of 

protecting sensitive data, understanding security risks, following security protocols, and responding to 

potential cyber threats. 

The extrinsic factors section examined aspects such as training and awareness programs, 

operational management, organizational culture, top management support, and workplace capabilities. 

This section aimed to evaluate the hospital’s role in fostering a security-conscious environment through 

leadership commitment, policy enforcement, regular system audits, and risk management strategies. 

The questionnaire also included a specific section on Information Security Culture (ISC), which 

measured employees' perceptions of the organization's security policies, monitoring systems, and 

overall commitment to information security. Additionally, Information Security Awareness (ISA) was 

assessed through dimensions of knowledge, attitude, and behavior to determine how well employees 

recognize and respond to cybersecurity threats in their daily tasks. 

The questionnaire was distributed to selected respondents based on the inclusion criteria. 

Responses were collected electronically and manually to ensure maximum participation. Once 

completed, the data was reviewed for completeness and accuracy before proceeding with statistical 

analysis. 

 

Statistical Analysis 

The collected data will be processed using SPSS software. Univariate analysis was conducted using 

descriptive statistics to examine variable distributions. Bivariate analysis with simple linear regression 

assessed the relationship between intirinsic and extrinsic factors with information security culture 

(ISC) and its correlation with information security awareness (ISA), while multivariate analysis with 

multiple linear regression evaluated the combined influence of multiple factors on ISC. Reliability 

testing was performed using Cronbach’s alpha (≥0.6), and validity testing ensured the questionnaire 

accurately measured research variables. The findings help identify key factors influencing ISC and 
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ISA at Stella Maris Hospital. 

 

 

Research Ethics 

This study was conducted in accordance with the principles of research ethics. Prior to data 

collection, ethical approval was obtained from the Ethics Committee of the Faculty of Public Health, 

Hasanuddin University. All respondents were given informed consent and explained that participation 

was voluntary and anonymous. The data collected were used only for research purposes and kept 

confidential 

 

RESULTS 

The characteristics of the respondents studied included age, gender, last education, length of service 

at the hospital and employment status. 

Table 1Distribution of Respondents Based on Respondent Characteristics at Stella Maris 

Hospital Makassar in 2024 

Respondent Characteristic Amount 

n % 

Age 
< 35 Years 156 70.9 

≥ 35 Years 64 29.1 

Total 220 100 

Gender 
Male 30 13.6 

Female 190 86.4 

Total 220 100 

Education 

High School 9 4.1 

Diploma 49 22.3 

Bachelor’s Degree 142 64.5 

Postgraduate/Specialist 20 9.1 

Total 220 100 

Employment Status 

Doctor 31 14.1 

Nurse 107 48.6 

Midwife 7 3.2 

Pharmacist 22 10 

Laboratory Assistant 9 4.1 

Physiotherapist 3 1.4 

Radiographer 7 3.2 

Nutrinionist 1 0.5 

Medical Record 18 8.2 

Managemet 15 6.8 

Total 220 100 

Length of Work 
< 5 Years 116 52.7 

≥ 5 Years 104 47.3 

Total 220 100 

                Source: Primary Data 

 

Table 1 presents the distribution of respondents based on their characteristics at Stella Maris 

Hospital in 2024. In terms of age, the majority of respondents (70.9%) are under 35 years old, while 

29.1% are 35 years or older. Regarding gender, most respondents are female (86.4%), with 13.6% 

being male. In terms of education, the majority of respondents hold a Bachelor's degree (64.5%), 
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followed by those with a Diploma (22.3%). Regarding employment status, most respondents are nurses 

(48.6%), followed by doctors (14.1%). For length of work, more than half of the respondents (52.7%) 

have less than 5 years of work experience, while 47.3% have worked for more than 5 years. The total 

number of respondents in this study is 220. 

 

 

Table 2. Distribution of Respondents Based on Intrinsic Factor Dimensions 

Dimensions n % 

Knowledge 
Good 149 67.7 

Not Good 71 32.3 

Total 220 100 

Security Compliance 
Good 127 57.7 

Not Good 93 42.3 

Total 220 100 

Security Behaviour 
Good 124 56.4 

Not Good 96 43.6 

Total 220 100 

Soft Issues - Workplace Independent Good 117 53.2 

Not Good 103 46.8 

Total 220 100 

          Source: Primary Data 

 

Table 2 presents data on four dimensions related to Information Security Culture among 220 

respondents at Stella Maris Hospital in 2024. In terms of Knowledge, 149 respondents (67.7%) rated 

their understanding as "Good," while 71 respondents (32.3%) rated it as "Not Good." Regarding 

Security Compliance, 127 respondents (57.7%) reported "Good" compliance with security policies, 

while 93 respondents (42.3%) rated their compliance as "Not Good." For Security Behavior, 124 

respondents (56.4%) rated their behavior as "Good," with 96 respondents (43.6%) rating it as "Not 

Good." Finally, in the dimension of Soft Issues - Workplace Independent, 117 respondents (53.2%) 

rated their awareness of workplace-related security issues as "Good," while 103 respondents (46.8%) 

rated it as "Not Good." These findings indicate varying levels of understanding, compliance, behavior, 

and awareness of information security practices among the respondents, with the majority indicating a 

"Good" rating in each dimension, highlighting the overall positive but diverse security culture within 

the hospital. 

 

Table 3. Distribution of Respondents Based on Extrinsic Factor Dimensions 

Dimensions n % 

Training and Awareness 
Good 151 68.6 

Not Good 69 31.4 

Total 220 100 

Operational Management) 
Good 103 46.8 

Not Good 117 53.2 

Total 220 100 

Organizational Culture 
Good 166 75.5 

Not Good 54 24.5 

Total 220 100 

Top Management Support 
Good 103 46.8 

Not Good 117 53.2 
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Total 220 100 

Workplace Capabilities 
Good 167 75.9 

Not Good 53 24.1 

Total 220 100 

Risk and Response Factors 
Good 92 41.8 

Not Good 128 58.2 

Total 220 100 

Change Management 
Good 84 38.2 

Not Good 136 61.8 

Total 220 100 

Information Security Policies 
Good 74 33.6 

Not Good 146 66.4 

Total 220 100 

        Source: Primary Data 

 

Based on the distribution of respondents according to extrinsic factors, the majority rated several 

dimensions as inadequate. In Training and Awareness, 68.6% felt it was good, while 31.4% did not. 

For Operational Management, 46.8% considered it good, but 53.2% did not. In Organizational 

Culture, 75.5% rated it good. Top Management Support was rated good by 46.8%, while 53.2% 

found it lacking. Workplace Capabilities were good for 75.9%, but 24.1% disagreed. In Risk and 

Response Factors, 41.8% rated it good, while 58.2% did not. Change Management and Information 

Security Policies were rated good by only 38.2% and 33.6%, respectively, with the rest finding them 

inadequate. Overall, most respondents rated extrinsic factors such as operational management, top 

management support, and information security policies as lacking. 

 

Table 4. Results of Simple Linear Regression Analysis 

Variabel 

Independen 

Information Security Culture (Y) 

R 
Anova Koefisien Regresi 

F Sig B t Sig 

(constant) 0.791 8.561 0.000 

Intrinsic 

Factors (X1) 

0.243 69.938 0.000 0.493 8.363 0.000 

(constant)  1.183 11.541 0.000 

Extrinsic 

Factors (X2) 

0.053 12.214 0.001 0.230 3.495 0.001 

Variabel 

Independen 

Information Security Awareness (Z) 

R 
Anova Koefisien Regresi 

F Sig B t Sig 

(constant)  1.345 12.596 0.000 

Information 

Security 

Culture (Y) 

0.020 4.436 0.036 0.140 2.106 0.036 

Source: Primary Data 

 

The results of the Simple Linear Regression analysis between Intrinsic Factors and Information 

Security Culture (ISC) at Stella Maris Hospital Makassar show a significant positive relationship. The 

regression equation Y = 0.791 + 0.493 (X1) indicates that for each one-unit increase in Intrinsic Factors, 

ISC increases by 0.493 units. However, the model explains only 24.3% of the variation in ISC, 
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suggesting other factors also contribute. The ANOVA test shows a significant F-statistic (69.938, p = 

0.000), confirming the model’s validity. 

In the analysis of Extrinsic Factors, the regression equation Y = 1.183 + 0.230(X2) indicates that 

each one-unit increase in Extrinsic Factors leads to a 0.230 unit increase in ISC. Despite its 

significance, the model explains only 5.3% of ISC variation, highlighting the influence of other factors. 

The ANOVA test shows an F-statistic of 12.214 (p = 0.001), reinforcing the role of Extrinsic Factors. 

For ISC's impact on Information Security Awareness (ISA), the regression equation  Z = 1.183 + 

0.141(Y) shows a weak effect, with each unit increase in ISC raising ISA by only 0.141 units. The 

model explains just 2% of ISA variation, suggesting other factors influence awareness. The ANOVA 

test (F = 4.436, p = 0.036) confirms the model’s statistical significance, indicating that ISC still plays 

a role in shaping ISA, albeit weakly. 

Table 5. Results of Multiple Linear Regression Analysis 

Variabel 

Independen 

Information Security Culture (ISC) 

R 
Anova Koefisien Regresi 

F Sig B t Sig 

(constant) 0.770 7.159 0.000 

Intrinsic 

Factors 
0.243 34.902 0.000 

0.482 7.388 0.000 

Extrinsic 

Factors 
0.025 0.376 0.707 

     Source: Primary Data 

 

The multiple linear regression analysis shows a significant relationship between intrinsic and 

extrinsic factors and Information Security Culture (ISC) at Stella Maris Hospital Makassar. The 

regression equation is: 

Y = 0.770 + 0.482(X1) + 0.025(X2) 

Intrinsic factors (X1) have a greater impact on ISC, with a coefficient of 0.482, meaning each unit 

increase in intrinsic factors raises ISC by 0.482 units. The p-value of 0.000 indicates a significant 

effect. In contrast, extrinsic factors (X2) have a smaller impact, with a coefficient of 0.025, and a p-

value of 0.707, indicating no significant effect on ISC. 

The model explains 24.3% of ISC variation (R² = 0.243), suggesting other factors also influence 

ISC. The ANOVA test shows the model is significant (F = 34.902, p = 0.000), but the impact of 

extrinsic factors is minimal compared to intrinsic factors. 

 

DISCUSSION 

1. The Influence of Intrinsic Factors on ISC 

The results of simple linear regression analysis indicate that intrinsic factors significantly influence 

Information Security Culture (ISC) at Stella Maris Hospital. This is evidenced by the correlation 

coefficient (R = 0.243), F-value (69.938, p = 0.000), and regression coefficient (B = 0.493, t = 8.363, 

p = 0.000). These findings suggest that intrinsic factors positively contribute to the development of 

ISC. Specifically, as an individual's intrinsic factors increase, the stronger the information security 

culture within the hospital. 

ISC is a critical aspect of safeguarding data, particularly in hospitals dealing with sensitive 

information such as patient medical records (Collier et al., 2023; Jylhä et al., 2017). This study 

demonstrates that intrinsic factors, including knowledge, security compliance, security behavior, and 

soft issues, significantly impact ISC. A higher level of intrinsic factors within individuals correlates 

with a stronger ISC. 

One key dimension of intrinsic factors is knowledge. The study shows that 67.7% of respondents 

possess good knowledge, while 32.3% do not. High knowledge levels indicate that most hospital 

employees are aware of information security risks, such as data leaks and cyber threats, and understand 
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preventive measures. A strong understanding of security improves awareness and adherence to 

policies, contributing to a robust ISC (Kamarulzaman et al., 2022). However, employees with low 

knowledge present a challenge, as this ignorance increases the risk of security breaches. 

Security compliance is another crucial factor. Results show that 57.7% of respondents comply well 

with security policies, while 42.3% do not. High compliance reflects individuals' adherence to 

established security procedures, such as using strong passwords and following protocols for handling 

sensitive information. The lack of compliance in some employees poses a security risk, which may 

stem from insufficient monitoring or weak enforcement of policies. High compliance is essential for 

sustaining an effective ISC (Ejigu et al., 2024). Therefore, hospital management must ensure security 

policies are not only enforced but internalized by all staff as part of the organizational culture. 

Security behavior is also a significant factor influencing ISC. The study finds that 56.4% of 

respondents exhibit good security behavior, while 43.6% do not. Positive security behavior includes 

actions such as locking screens when leaving workstations and avoiding sharing patient data through 

insecure channels. However, the proportion of employees displaying poor security behavior suggests 

that, despite adequate knowledge, daily practices may still fall short. According to the Theory of 

Planned Behavior (Ajzen, 1991), individuals' actions are influenced by attitudes, social norms, and 

perceived behavioral control. Therefore, creating an environment that encourages consistent security 

behavior is crucial, for instance, by offering reminders, conducting security drills, and rewarding 

compliance. 

Lastly, soft issues related to workplace awareness play a vital role in shaping ISC. The study shows 

that 53.2% of respondents have good awareness, while 46.8% have low awareness. Information 

security awareness goes beyond understanding policies—it involves proactive actions to protect data 

and a collective responsibility across the organization. In organizations with strong ISC cultures, 

individuals feel responsible for maintaining data security and will remind each other about policy 

violations (Prasetyo et al., 2023). Low awareness, however, may lead employees to view security as 

solely the responsibility of IT or management. To address this, organizations should enhance security 

awareness through internal campaigns, interactive training, and clear communication about the risks 

and consequences of neglecting data security. 

2. The Influence of Extrinsic Factors on ISC 

Extrinsic factors play a significant role in shaping the Information Security Culture (ISC) at Stella 

Maris Hospital. Simple linear regression analysis shows a significant impact of extrinsic factors on 

ISC, with an R-value of 0.053, F-value of 12.214, and a regression coefficient of B = 0.230 (p = 0.001). 

Although the correlation is lower than that of intrinsic factors, extrinsic factors still contribute to the 

development of ISC through organizational policies, management support, and workplace capabilities 

in implementing information security effectively. 

One key extrinsic factor is training and awareness. The study reveals that 68.6% of respondents 

have good training and awareness, while 31.4% do not. Training is crucial for helping employees 

understand the importance of information security and how to implement security practices in daily 

work. Organizations with structured training programs tend to develop stronger ISC cultures 

(Aldulaimi et al., 2024). If training is inconsistent, employees may overlook security risks, which 

weakens the overall security posture. Thus, the hospital should improve the frequency and quality of 

training to ensure that all employees understand security risks and the actions required to safeguard 

information. 

Another influential dimension is operational management, which reflects the effectiveness of 

leadership in managing information security. The study shows that only 46.8% of respondents rate 

operational management as good, while 53.2% rate it poorly. This low rating indicates a lack of 

coordination and supervision in implementing information security policies. Inadequate management 

can lead to inconsistent application of security policies, increasing the risk of breaches (Ait El Hadj et 

al., 2019). To strengthen ISC, hospital management must ensure that security policies are not only 
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formally established but are also effectively implemented through rigorous monitoring and evaluation 

systems. 

Organizational culture is another crucial factor in ISC. The study finds that 75.5% of respondents 

rate the organizational culture positively, while 24.5% rate it poorly. A positive organizational culture 

encourages employees to be more disciplined and aware of the importance of information security. 

When the organizational culture supports security practices, employees are more likely to proactively 

follow security policies. Conversely, if the culture does not prioritize security, employees may neglect 

the importance of adhering to security policies (Ejigu et al., 2024; Mikuletič et al., 2024). Therefore, 

the hospital needs to foster a culture that emphasizes information security as a shared responsibility. 

Top management support also plays a pivotal role in ISC. Only 46.8% of respondents rate top 

management support as good, while 53.2% rate it poorly. Effective support from top management is 

critical to ensuring that information security policies are properly implemented throughout the 

organization. If leadership does not prioritize information security, the policies are unlikely to be 

effective. Top management must demonstrate commitment by allocating sufficient resources, 

providing clear policies, and being actively involved in security programs (Darmasaputra Leksono et 

al., 2020; Munir et al., 2015) 

Workplace capabilities also contribute to building ISC. The study indicates that 75.9% of 

respondents rate workplace capabilities in supporting information security positively, while 24.1% rate 

them poorly. Workplace capabilities include facilities, infrastructure, and the availability of technology 

to support security measures. Organizations with strong security systems find it easier to implement 

ISC effectively (Đukić & Vuletić, 2022). However, inadequate infrastructure or tools can hinder 

employees' ability to implement security policies effectively. 

The risk and response factors dimension received a lower perception score than other dimensions. 

The study shows that only 41.8% of respondents rate risk and response factors positively, while 58.2% 

rate them poorly. This suggests that many employees feel the organization's incident response system 

is not optimal. An organization must have clear procedures for handling security incidents, including 

effective reporting systems and teams prepared to respond to emerging threats. 

Another significant factor is change management, which was rated positively by only 38.2% of 

respondents, while 61.8% rated it poorly. Change management ensures that information security 

policies and systems can adapt to technological advancements and regulatory changes. Without an 

effective change management strategy, security policies may become outdated and ineffective against 

new threats (Burton, 2024). Therefore, the hospital must develop a dynamic change management 

strategy, involving employees in all security-related changes. 

Lastly, the information security policies dimension received the lowest perception score. Only 

33.4% of respondents rated security policies positively, while 66.6% rated them poorly. This reflects 

a widespread sense that the hospital’s security policies are unclear or difficult to implement. Poorly 

implemented policies lead to uncertainty in day-to-day security practices (Chaisiri & Ko, 2016). The 

hospital must ensure that security policies are not only formally established but also communicated 

clearly to all employees, with robust monitoring mechanisms in place. 

3. The Influence of ISC on ISA 

The results from simple linear regression analysis, as shown in Table 17, reveal that Information 

Security Culture (ISC) has a significant impact on Information Security Awareness (ISA), with a 

regression coefficient (B) of 0.140, t-value of 2.106, and a significance level of 0.036. This suggests 

that improvements in ISC at the hospital contribute to a heightened awareness of information security 

among employees. 

Further support for this finding comes from Table 16, which shows the relationship between ISC 

and ISA through cross-tabulation. The data indicates that 62.6% of respondents with good ISC also 

have good ISA, while only 37.4% of respondents with good ISC exhibit poor ISA. Conversely, among 

those with poor ISC, the majority (51.4%) also have poor ISA. This highlights that a strong information 
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security culture in the workplace is likely to enhance individual awareness of information security risks 

and importance. 

A good ISC creates a work environment where security policies, norms, and habits are integrated 

into daily activities (Da Veiga, 2021; Ejigu et al., 2024). When an organization establishes a strong 

ISC, employees’ awareness of information security threats and risks tends to improve. In contrast, a 

weak ISC often results in employees being less aware of the risks associated with mishandling 

information (Pankajakshan & Maheshwari Bangur, 2024). 

This study's findings align with previous research, which emphasizes the positive effect of 

culturally sensitive information security frameworks (ISC) on enhancing ISA among system users. A 

study in Saudi Arabia showed that adapting security frameworks to the local culture significantly 

improved ISA levels, which were previously low, by fostering greater participation and understanding 

of the security risks in the workplace. Implementing ISC tailored to the local cultural context 

effectively changes users' behaviors and perceptions, thereby strengthening the overall information 

security system (Alkahtani, 2019). 

4. The Most Influential Factors on ISC 

The results of multiple linear regression analysis indicate that intrinsic factors have a more 

dominant influence on Information Security Culture (ISC) compared to extrinsic factors. The 

regression coefficient for intrinsic factors is 0.482, with a significance level of 0.000, indicating a 

highly significant impact on ISC. In contrast, extrinsic factors have a regression coefficient of 0.025 

with a significance level of 0.707, suggesting that their influence on ISC at Stella Maris Hospital is not 

significant. 

These findings suggest that knowledge, compliance with security policies, security behavior, and 

awareness of information security issues play a more crucial role in the success of ISC than 

management support, security policies, or other external environmental factors. In other words, the 

culture of information security is more shaped by how individuals understand, internalize, and apply 

information security principles in their daily work activities, rather than by structural factors like 

policies and regulations. 

One key reason intrinsic factors have a greater impact is that an individual’s understanding and 

compliance with information security policies directly affect the implementation of security culture in 

the workplace (Da Veiga, 2021; Prasetyo et al., 2023). An employee who is well-informed about 

information security risks and disciplined in following rules will be more vigilant in protecting patient 

data, using strong passwords, and adhering to security procedures. On the other hand, even if the 

hospital has stringent security policies and strong management support, if individuals lack awareness 

and compliance, these policies are difficult to enforce effectively. 

This highlights that while extrinsic factors such as policies and supporting infrastructure play a 

role in shaping ISC, their success is largely dependent on the readiness and awareness of individuals 

to implement those policies. Relying solely on regulations and organizational support without 

sufficient understanding and discipline from employees will hinder the optimal development of an 

information security culture. Therefore, more effort is needed to strengthen intrinsic factors through 

strategies such as enhancing training and education programs on information security, increasing 

employee awareness through internal campaigns, and implementing reward and punishment systems 

to ensure compliance with information security policies (Ejigu et al., 2024; Heyasat et al., 2023).  

 

CONCLUSION 

Based on the research conducted at Stella Maris Hospital in 2024 regarding the influence of 

intrinsic and extrinsic factors on ISC, as well as the impact of ISC on ISA, it can be concluded that 

intrinsic factors significantly influence the information security culture at Stella Maris Hospital 

Makassar, with a regression coefficient of 0.493, highlighting the importance of individual awareness, 

compliance, and motivation. Extrinsic factors also affect the culture, though their impact is smaller 

(regression coefficient 0.230), with management support, policies, training, and infrastructure playing 
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key roles. Additionally, a stronger information security culture positively impacts information security 

awareness (regression coefficient 0.140). In the multiple linear regression analysis, intrinsic factors 

were found to be the dominant influence (coefficient 0.482, sig = 0.000), while extrinsic factors had a 

minimal, non-significant effect (coefficient 0.025, sig = 0.707). 
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