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Abstract

Innovative healthcare solutions have been become feasible through the fast growth of technology,
especially with the integration of Artificial Intelligence (Al) and the Internet of Things (IoT). This research
introduces a next-generation paradigm for improving disease diagnostics in smart healthcare systems
enabled by the Internet of Things (10T), which is built on Cyber-Physical Systems (CPS). The suggested
system allows for predictive analytics and real-time health monitoring through analyzing data acquired
from a network of linked medical devices and sensors using smart machine learning algorithms. There are
three main parts to the framework: data gathering, data processing, and decision support. Internet of Things
(loT) devices first gather a wide variety of health-related data, including vital signs, environmental
variables, and patient records. A centralized cloud platform processes and analyses this data using powerful
machine learning algorithms. With the help of Al algorithms, the framework can spot developments,
unusual occurrences, and provide useful information, allowing for prompt medical attention. The suggested
framework Cyber-Physical System based smart healthcare (CPS-SH) includes a simple user interface
that doctors and nurses can use to see patient records and obtain advice on which tests to perform. In
addition to does this feature improve decision-making by making pertinent information easily available,
however it improves clinical operations. Data exchange between different devices is made easy and in
accordance with healthcare regulations by the framework's focus on interoperability and security. Extensive
testing and validation show that the CPS-based architecture can improve smart healthcare systems' ability
to diagnose diseases more accurately and efficiently, resulting to improved patient outcomes.The proposed
method achieves the ratio of accuracy by 99.03%, efficiency by 98.77%, patient outcomes by 97.42%,
clinical operations by 98.14% and disease diagnostics by 97.58%.

Keywords: Cyber-Physical System, Next-Generation Framework, Disease Diagnosis, Smart Healthcare
Systems

1. Introduction:

The advent of innovative technologies like the 10T and Al is rapidly changing the health care
industry [1]. For this reason, there are variants of smart health care systems, which utilize data-
enhancing therapies and quality patient care approaches to detect illness in real time [2]. As a
new paradigm that holds promise, CPS is suitable for health care settings that aim to connect

the digital and physical worlds [3]. CPS-based frameworks combined with predictive analytics,
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smart decision-making capability, as well as real-time monitoring systems are claimed to be a
solution to all current healthcare problems [4]. Also, due to the surge in demand, telemedicine
electronics such as wearable sensors, medical implants, and environmental monitoring systems
have revolutionized the way we collect data within the healthcare industry [5]. For example,
these devices can accumulate enormous amounts of data, including but not limited to, vital
signs, physical activity, environmental conditions, and more [6].

To make this heterogeneous data meaningful, high-end processing power, superior analytics,
and smart decision support systems need to be incorporated [7]. Pattern identification, outlier
detection, and health risk prediction, all benefitting from Al-enabled algorithms, especially
from the machine learning family, are crucial tasks [8]. When Al is used in conjunction with
CPS, its potential to provide dependable, precise, and timely health diagnosis is enhanced [9].
The subsequent framework presents an outlook towards next-generation smart healthcare
systems by outlining the CPS-based strategy in a bid to mitigate the defects of the present
diagnostics techniques [10]. Moreover, Connect patients and healthcare organizations with
smart devices that perform examples of machine learning because traditional methods of
healthcare incorporate human interpretation of the data which is inherently limited by range,
speed and precision [11]. Furthermore the vast amount of data collection, processing, and
decision making that is involved in diagnostics can be automated with the CPS-based system
[12].

According to [13], the framework has three core components considering in its cross-section.
A health-related, type of data comes from 10T devices that have been consolidated on a cloud
platform. The use of Al frameworks to perform complex pattern recognition, outlier detection,
or even generate practical advice [14]. Data safety and interoperability is an inevitable
constituent of this proposed system also [15]. By conforming to healthcare rules and
guaranteeing that varied devices can connect with each other easily, the system becomes
scalable and dependable [16]. Healthcare providers may swiftly obtain vital patient information
and suggestions because to the user-friendly design [17]. In the end, this improves patient
outcomes and streamlines clinical procedures by allowing doctors to make educated judgments
quickly [18].

Motivation: Managing large amounts of complicated patient data while providing prompt and
accurate diagnoses is becoming an increasingly difficult task for healthcare organizations.
Transformative opportunities exist to improve decision-making, predictive analytics, and real-
time monitoring via the integration of Al and the Internet of Things into Cyber-Physical
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Systems. To enhance diagnostic precision, operational efficacy, and patient outcomes in smart
healthcare that is enabled by the Internet of Things, this drives the creation of a next-generation
framework.

Problem Statement: Limitations in real-time capability, diagnostic efficiency, and data
fragmentation are problems with traditional healthcare systems. Secure data interchange,
analytics powered by artificial intelligence, and the internet of things all work hand in hand to
make proactive care a reality. To overcome these restrictions and provide fast, accurate, and
efficient illness detection in smart healthcare systems powered by the Internet of Things, a
thorough Cyber-Physical System-based architecture is urgently required.

Objectives

e To create a cyber-physical system that uses internet of things (10T) devices and artificial
intelligence (Al) algorithms to improve smart healthcare system disease diagnostics.

e To evaluate the framework's potential to enhance the accuracy and rapidity of disease
diagnosis, resulting in prompt treatments and improved patient outcomes.

e To make visualisation of data simpler and decision-making in diagnosing illnesses
more streamlined by designing a user-friendly interface for medical practitioners.

e To verify that the framework can communicate with other healthcare systems and that

any data sent is secure in accordance with all the applicable regulations.

The remaining of this paper is structured as follows: In section 2, the related work of smart
healthcare system is studied. In section 3, the proposed methodology of CPS-SH is explained.
In section 4, the efficiency of CPS-SH is discussed and analysed. Finally, in section 5 the paper
is concluded with the future work.

2. Related Work:
This project attempts to connect technology breakthroughs with real healthcare demands by
integrating CPS and Al in smart healthcare systems. With its proactive, efficient, and patient-
centric approach, the suggested framework has the ability to transform illness diagnosis and

tackle the current healthcare difficulties head-on.

Machine Learning Techniques (MLT):
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Healthcare cyber-physical systems have been widely used in healthcare domains to provide
high-quality patient treatment in complex clinical scenarios. However, the heterogeneity of
medical devices in these systems (e.g., body sensor nodes) creates large attack surfaces, so it
need effective security solutions for these environments. The analysis of this data may provide
decision assistance to healthcare practitioners, and machine learning models can forecast the
behaviour of cyberattacks by AlZubi, A. A. etal., [19].

To address this, this study proposes a cognitive machine learning assisted attack detection
framework to securely share healthcare data. Healthcare cyber-physical systems are skilled at
transferring data to cloud storage, where machine learning models can predict cyber-attack
behaviour. By processing this data, healthcare specialists can receive decision support. This
proposed approach is based on a patient-centered model of healthcare cyber-physical systems
by Shaikh, T. A. et al., [20].

Deep Learning Methods (DLM):

In many different clinical settings, cyber-physical systems have proven to be an invaluable tool
for healthcare providers in delivering top-notch patient care. Strong security solutions are
required for these intricate settings due to the vast attack surfaces generated by the variety of
medical devices in these systems, which include both mobile devices and body sensor nodes.
As a result, this research presents the Attack Detection Framework that uses cognitive machine

learning to safely transmit medical records by Xu, W. et al., [21].

The data obtained may be easily sent to the cloud using Healthcare CPS. This work presents a
fresh perspective on analysing smart healthcare data and detecting threats using cyber physical
systems and deep learning algorithms. The CPS built on the smart healthcare paradigm uses
the cloud edge model with firewall intrusion detection technology. Then, the intelligent
healthcare system examines fake user input with the help of an encoder neural network and a

convolutional adversarial fuzzy model by Patan, R. et al., [22].
Fuzzy Logic Techniques (FLT):

Computers, networks, and physical operations all operate together in what are known as CPS.
The term embedded systems describes how it controls processes. While both CPS and the 10T

have a same fundamental architecture, CPS demonstrates a more advanced level of integration
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and coordination between physical and computational components. A variety of medical

sensors are used inside healthcare organizations, and CPS has been applied to this sector as a

result of its fast expansion by Li, W. et al., [23].

In actual use, these sensors could produce several false alarms, thus decreasing the system's

efficacy. In an effort to address this, use fuzzy logic, particularly fuzzy if-then rules, to

construct a Medical Fuzzy Alarm Filter for use in healthcare settings. This filter will be able to

deal with input that is both ambiguous and imprecise. It examined our method's efficacy in a

virtual and an actual network setting in two separate trials that made up the assessment by
Chen, F. et al., [24].

Big Data Analysis (BDA):

These systems are expected to change the way live by bringing new services and applications

to many different industries, including smart transportation, environmental monitoring, and

mobile health. Smartphones, tablets, and online video streaming are fueling a dramatic increase

in data traffic for the IT industry, which is expected to be further fuelled by the massive

expansion of sensor installations in the coming years. It is anticipated that the growth rate of

raw sensed data would be significantly accelerated by Atat, R. et al., [25].

Table 1: The Summary of Related Work

S. No | Methods Advantages Limitations
1 Machine Learning | - Forecasts cyberattack | - Requires large, labeled
Techniques (MLT) behaviour effectively. | datasets  for  training.
- Assists  healthcare | - Vulnerable to adversarial
practitioners with decision | attacks.
support. - High computational
- Enhances secure data | demand.
sharing.
2 Deep Learning Methods | - Improves threat detection | - Computationally
(DLM) accuracy. intensive.
- Utilizes encoder neural | - High energy
networks and | consumption.
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convolutional adversarial
models.
- Integrates cloud edge

models for scalability.

- May suffer from

overfitting with  small

datasets.

Fuzzy
Techniques (FLT)

Logic

- Handles ambiguous and
imprecise input effectively.
- Reduces false alarms with
Medical

Filters.

Fuzzy Alarm

- Enhances coordination in

- Limited ability to learn
from data compared to
ML/DL.

- Requires expert
knowledge to define rules.

- Scalability challenges.

CPS.

4 Big Data Analysis | - Facilitates processing of | - Requires robust storage
(BDA) large, complex datasets. | and computational
- Enables real-time insights | infrastructure.
and analytics. | - Potential data privacy
- Supports scalable | and security concerns.
applications like smart | - High cost of
transportation and | implementation.

healthcare.

To improve efficiency, safety, and decision-making, healthcare cyber-physical systems use
ML, DL, Fuzzy Logic, and Big Data Analysis. While BDA handles massive datasets and FL
decreases false alarms, ML and DL enhance attack detection and decision assistance. While
there are benefits to each approach, there are also drawbacks, such as issues with scalability

and computing needs.

3. Proposed Method:

The paper offers a CPS-based framework for IoT enabled smart healthcare systems to detect
diseases powered by Al The platform uses real-time health monitoring incorporating cloud
computing, machine learning techniques, and cloud computing itself. It seeks to deliver patients
the greatest treatment and outcomes by changing healthcare procedures, improving diagnostic

accuracy, permitting decision-making, and guaranteeing the safe data exchange.

Contribution 1: Introduction of a CPS-Based Framework for AI-Driven Diagnosis
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The paper presents a unique CPS based architecture to disease diagnostics for IoT-enabled
smart healthcare systems. This system uses predictive analytics and real-time health monitoring
to increase diagnosis accuracy and efficiency by means of powerful machine learning

algorithms and IoT device data collecting.
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Figure 1: AI-Driven Smart Healthcare Framework with CPS

The architecture of an artificial intelligence disease detection driven CPS for loT-enabled smart
healthcare is shown in Figure 1. It begins with wearable and biological sensors integrated in
Internet of Things devices that collect environmental elements and vital signs, therefore linking
to health. First gathered into the Data Acquisition module, this data moves to the Preprocessing
Module where it is cleansed and standardized to ensure accuracy. The Al Based Diagnosis

module processes the data and searches the data for medical conditions, patterns, anomalies
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among other things using intelligent algorithms, deep learning and machine learning
techniques. This information incorporates clinical recommendations that include warnings,
insights that are suitable for filling the Decision Support System (DSS). Moreover, the
actuation and feedback module enables remote actions such as altering medications or
contacting doctors. The data does not only guarantee accessibility but also analysis and storage
on the Cloud/Fog Computing Layer meaning the resources can be escalated. This system is
then utilized by the medical practitioners and patients to improve treatment management and

outcomes.
bIU[x — zb"]: = Qu[fr" + vq] — x,A[x=> xq"']| + Y[x — zn""] (1)

The suggested CPS-SH framework is Y[x —zn']  abstracted in the equation 1. The
correlation between data utility (b/U) and predicted outcomes ([x — zb"']: =) is explained by
the dynamic interaction between health metrics (Qu[fr" + vq) and parameters for the system
(x,A[x= xq"'] +). Artificial intelligence (AI) may improve illness diagnoses and clinical
decision-making by processing multi-dimensional Internet of Things (IoT) data, as shown in

this equation.
Cwqlx —zn"]: > Nh[nxa"] + Sin[dV Az — nq"'] — Cos Xa"'] (2)

Modeled using trigonometric Sin to describe non-linear interactions Nh[nxa''], the equation
reflects dVA[z — nq"'] the dynamic connection Cos Xa'' between information about patients
(cwq) and the outside world ([x — zn"']). The potential of the proposed CPS-SH system to
handle complicated patterns in health data using advanced analytics is reflected in this

abstraction.
SUF[k[cx — 2a”]]: - Jylx —qw" ]+ 9r[n —anw"] — Cal[vf — cz"'] (3)

The system variable &,F and health measures (k[cx — 2a"’]) interact with each other in the
model. By combining information Ca[vf — cz"'] patients Jy[x — qw'’'] with environmental
factors (9r[n — anw'']), it is possible to use analytics augmented by artificial intelligence. As
a result, the CPS-SH framework may improve diagnoses many inputs, leading to more precise

and flexible healthcare solutions.

caWalv —nz"]: - Jylvz —aq"']| + 7be[s — ut"] — Cvw[ku — al”'] (4)
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Important parameters (c,Wa) and environmental or system elements ([v — nz'']) may interact
in complicated ways 7be[s — ut''], and this equation 4 shows Cvw[ku — al"'] how well the
framework can manage these relationships. This equation highlights the accuracy of the

framework in improving clinical operations and real-time illness diagnosis, leading to better
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Figure 2: Cloud-Enabled CPS Framework for Healthcare

Figure 2 offers a framework for cloud service integration into Cyber-Physical Systems to
enhance healthcare. With the convergence of fuzzy-based logic in dependability and
sustainability, it stresses interoperability between clusters of CPS. The team behind the CPS
aids in the communication of cloud-enabled products and services. It is focused on an
intelligent cloud for CPS that offers shared network functions, pervasive cloud services, and
interface capability. In healthcare applications this leads to convergence, dependability, and

interoperability. In this network equipment such as heart-rate monitors, biosensors link to
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support the perfect data interchange and real-time patient monitoring. The architecture signifies

a strong base for systems of future generations in healthcare.
U; xz[pw' + pul: = Lu'[@ps —vaw"'] + 6xq[f — an”] — Vx[st —w"] (5)

To do predictive analysis, the CPS-SH framework incorporates 6xq[f — an’’] multi-modal
data on health (U; xz) into the equation 5. This demonstrates Lu'[@8 — vaw’'] how Al systems
analyze linked variables ([@w’ + pu]) to find patterns Vx[st —w'’] and identify outliers. This
equation shows how well the system works with different types of inputs to improve smart

healthcare operations.
V,Flx —z"]: - Jt[fw — qd'] + Qu[vx — zna"'] — Vs[wq — 7r"'] (6)

As [x — z""]: > change, the CPS-SH framework's capacity to dynamically handle health data
V,F is modeled by the equation. The integration of Al analytics with real-time information
from sensors (Jt[fw — qd']) for the prediction of illness patterns 9u[vx — zna'’] and
abnormalities Vs[wq — 7r"'] is emphasized. This equation summarizes the accuracy and

scalability of the framework in smart healthcare systems provided by the Internet of Things.
i%Xz[3v —aj"]: > Jx'[s + 8twq"'] — Vs[w — 7aq"] + Uy[v —zk"] (7)

The dynamic processing of important health indicators (i*Xz[3v — aj"']) inside the CPS-SH
framework is shown by the equation. It highlights Uy[v — zk"'] well the system can use Al to
synthesize Vs[w — 7aq'’] and examine data from sensors (Jx'[s + 8twq'']) spot patterns and
outliers. This simplification exemplifies the flexibility and accuracy of the framework in real-
time diagnostics, which guarantees better healthcare results in smart systems enabled by the

Internet of Things.
YoRs[x — zn"]: » Uy[4vq — sm" ] + Yu[vw — qna"| — jd[s — n'] (8)

In this equation, the capacity of the CPS-SH framework jd[s — n'] to handle health-related
variables (y,Rs) and the relationships Qu[vw — gna’’] between them are condensed. This
shows how Al algorithms examine immediate information ([x — zn'']) to spot outliers
Uy[4vq — sm"'] and forecast illness trends. This exemplifies the system's precise and efficient
use of data provided by the Internet of Things to provide meaningful insights and enhance

medical choices in smart healthcare.

Contribution 2: Interoperability, Security, and Regulatory Compliance
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Figure 3: Process flow of CPS-based smart healthcare

Figure 3 shows a CPS-based smart healthcare system aimed to improve illness detection and

patient care via loT and artificial intelligence integration. It starts with ambient sensors and

patient records from EHR systems gathered via Internet of Things devices like wearables,

implants, and monitoring. First a layer of collecting for aggregation; next, a layer of filtering

Cuest.fisioter.2025.54(3):1471-1497

1481



V. S. Jeevetha,B. Jayanthi Cyber-Physical System based Next-Generation
Framework for Al-Driven Disease Diagnosis in g %
loT-Enabled Smart Healthcare Systems \y

and validation guarantees dependability; lastly, an integration layer aggregates many datasets
from this data. Using modern artificial intelligence and machine learning approaches, the
centralized cloud processing unit analyzes data to deliver predictive analytics for predictions
and insights, anomaly detection for alarms and early warnings, and a data visualization
dashboard showcasing outcomes. By use of the results of many operations, the decision support
system offers useful recommendations and medical counsel. By means of access to this
information made accessible by a user interface, doctors, nurses, and caregivers may make

clinical choices and therefore improve patient outcomes.
vwqls —nmz"]: - Julv — z""] + 9u[n — 2rt""] — Z[st + 3ds''] (9)

Equation 9, (vy,q) represents the CPS-SH framework's incorporation of many health
parameters 9u[n — 2rt"’] for improved data processing. To identify patterns Ju[v — z"'] and
abnormalities in patient health, it emphasizes Z[st + 3ds’'] the use of Al-driven algorithms
for real-time inspection of sensor inputs ([s — nmz'']). This equation shows how well the

system and results by providing accurate diagnoses and practical insights.
[3V' —sb]": > Aw,[x — Zx] +9Y[n — qxz""] — 7rq[pu — tr"'] (10)

The ability of the CPS-SH framework to handle complicated 9Y [n — gxz''| multi-dimensional
health data set ([3V' — sb]"’) is shown by the equation 10. The system's use of Al algorithms
7rq[pu — tr"] to analyze several sensor inputs (Aw,[x — Zx]) for pattern recognition and
prediction is shown. The success of the framework in improving illness diagnoses and boosting

clinical decision-making using advanced analytics.
Ny [P —ur'']: > [cq: kte[x — zn""] + Yu[vq — 3n""] — Fqlv —xq"'] (11)

Within the CPS-SH framework cq: kte[x — zn"'], the system variables [P — ur'’], which
include n,, and their impact on illness diagnostics Fq[v — xq"'] are shown by equation 11. The
example shows how the system finds anomalies 9u[vq — 3n"] — and predicts results by
processing health data. This equation exemplifies how the framework may analyze health data

supplied by real-time decision-making.
fwlv —sn"]: Lju[q,w + cav"] + Ju — snp" — Cx[a — bw"] (12)

Environmental or system factors Ju — snp’’ and health information Cx[a — bw''] for patients

(fw[v — sn'']) may be processed using the CPS-SH framework Lju[q,w + cav'’], as shown
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by the equation 12. It shows how the system uses Al and ML to evaluate sensor data in real-

time and provide useful insights for things like illness prediction and diagnosis.
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Figure 4: IoT-Driven Medical Diagnosis Workflow

Figure 4 shows an IoT and advanced analytics medical diagnosis process. The process begins
with the collection of [oT wearable device data, followed by data encryption and safe cloud
transmission. In case of predicted insights, data preprocessing and analysis occur under
statistical or machine learning models. The outcome makes one decide on a follow-up. In case
no condition is found, the procedure terminates with proper recommendations. In the advanced

state, information escalates to health professionals for closer scrutiny and possible treatment.
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Such a process thus ensures the appropriate and safe ingestion of IoT information by machine

learning towards better medical results.
S,Wqlx —zn""]: - Ju[x —ma"] + 9y[w — 6fq"] — Jwq" (13)

The CPS-SH framework 9y[w — 6fq'’] uses Al-driven algorithms [x — zn'’] to dynamically
handle Ju[x — ma''] patient medical information (8§, W q). It demonstrates how the system can
examine data from sensors Jwq'' real-time to spot changes in health markers, which may then
lead to more precise diagnoses of illness. This equation highlights the framework's goal of

improving diagnostic accuracy, their medical choices, and overall healthcare efficiency.
v, Q[x — Nl:] — Nq[cd' — bw]aju” + [xwq — 8yq"'] — Cs[w — ha"] (14)

The equation 14 shows [xwq — 8yq"] how the CPS-SH framework handles [x — NI:]
complicated interactions Cs[w — ha'’] with health data v, Q in an Al-driven system. It
demonstrates the processing Nq[cd' — bw] and analysis of sensor data aju’’ from several
sources to identify anomalies. By using data provided by the Internet of Things (IoT) and

cognitive analytics, the framework may improve patient outcomes.
Jullx —zn"']: > Hyt[ku — an"'] + 9yt[4vqg — am"] — Vs[n — jy"] (15)

This equation 15 illustrates the mechanism Hyt[ku — an’'] by which the CPS-SH framework
detects diseases in by processing Vs[n — jy''] and analyzing patient health information
Jullx — zn'""], 9yt[4vq — am']). The capacity of the framework to intelligently analyze
healthcare data provided to improve illness detection, clinical efficiency, and decision-making

is shown by this equation.
cwQlx — Na"]: - x[Sk —uj"] + [Sk —uj""] — de[V U +yr"] (16)

By integrating Al with the Internet of Things [x — Na''], the CPS-SH framework [Sk — uj"]
handle a wide variety [Sk — uj"'] of health data inputs de[V U +yr'’], as shown in the equation
16, (¢, Q). It equation highlights the framework's goal of increasing diagnostic accuracy,

facilitating clinical decision-making, and allowing prompt medical action.

Contribution 3: Enhanced Decision Support for Clinical Workflows

The framework improves clinical operations by means of a user-friendly interface meant for
medical professionals. It provides test recommendations, patient data visualization, and

pragmatic insights to support informed and fast choices optimizing patient outcomes.
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Figure 5: Secured IoT Framework for Healthcare Data Processing and Prediction

Figure 5 portrays four interactions of an example of the IoT healthcare system. It employs [oT
devices for medical and actuators that scrambles this information for security reasons. The
algorithms as well as other functions that have to do with illness detection, diagnostic and
monitoring are conducting on virtually unapproachable and scrambled information stored at
professional facilities. At such times when the patient has the relevant data about the illness,
the healthcare provider will be able to retrieve this information and make a diagnosis. The
system architecture provides protection of data with confidentiality and provides data security

analysis but unlimited access to all the tools needed for pre-emptive interventions.
& [Vp"]: > [yB' — aV] + Ae[tow + mBe”] — Caut” [—nc''] (17)

This equation 17 illustrates how the CPS-SH framework [y’ — aV] may use sophisticated Al
algorithms Caut”[—nc"'] to handle complicated health +Ag[tpw + mhe''] and environment
factors €,[Vp''])). This equation emphasizes the framework's objective of improving clinical

outcomes and decision-making.

o.vr[x —zn']: » cwlku — an’'| + fr[«x +nzq"] — vw[d + vq"] (18)
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Equation 18, (d,vr) shows how the CPS-SH framework cw[ku — an'] processes patient
health data [x — zn''] with the help of Al fr[e« +nzq”]and the Internet of Things. The
system's capacity to evaluate sensor vw[d + vq"'] inputs in real-time to identify changes in
body temperature. This equation highlights the framework's capacity to improve healthcare

decision-making and diagnostic accuracy.
VwgiM—ne]: = Fw[x — zbn"'] + 9yt[vw — 2bx"'] — xa[V — 5v"] (19)

By using Al-driven analytics 9yt[vw — 2bx"'], the CPS-SH framework Fw[x — zbn''] is able
to handle health xa[V — 5v"'] and ecological information (Vi 4(y—ne]). By using data made
possible by the Internet of Things (IoT), this equation shows how the framework improves

healthcare operations, illness diagnostics, and clinical decision-making.
—4vs"[VO + uw'']: > Vx[(?vR[x - Zn”]] + 8X[ex + yw''] — Csq" (20)

Equation 20 (—4vs'") depicts the method by which [Vd + uw'] the CPS-SH framework
handles complicated health data Vx[8,R[x — zn"’]] and how it incorporates 8X [ex + yw''] Al

for Csq" predictive analysis. This equation strategy improves the accuracy of diagnoses,

healthcare decision-making, and productivity in the prevention and prediction of diseases.

Included within the framework are cloud services, 10T devices, Al models to improve security
in the healthcare sector, interoperability, and illness detection. Collecting data, preprocessing,
predictive analytics, and decision support done together assures the provision of safe and
efficient healthcare. By means of artificial intelligence-driven insights, it thus enhances clinical

decision-making and patient outcomes.

4. Result and Discussion:

This paper proposes a CPS-based architecture for smart healthcare systems that use the Internet
of Things to do Al-driven illness diagnoses. Improving diagnostic accuracy, efficiency, and
patient outcomes are the goals of the framework, which integrates real-time data from IoT

devices, machine learning algorithms, and Al decision assistance.

Dataset Description: In smart healthcare systems that are enabled by the internet of things,
the dataset for a CPS-based architecture is extensive and complex. It incorporates cardiac,
vascular, thermoregulatory, glucose, and ECG data collected in real time from a wide range of
interconnected medical equipment and sensors. Environmental data, patient demographics, and
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medical history are also part of it. With this massive dataset, machine learning algorithms can
improve real-time patient outcomes via enhanced tailored therapy, early illness diagnosis, and

predictive analytics [26].

Table 2: The Simulation Environment
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Figure 6: Analysis of Accuracy

An impressive rate of 99.03% was achieved using the suggested CPS-based system for illness
diagnosis, indicating outstanding accuracy in equation 21. This remarkable precision is because
the system makes use of state-of-the-art machine learning algorithms that efficiently examine
data collected from a wide range of IoT devices. Algorithms like this can spot changes,
abnormalities, and trends in patients' health with remarkable precision, allowing for early

identification and accurate diagnosis. As a consequence, healthcare delivery and patient

outcomes are greatly enhanced is shown in figure 6.
vpS[X —zn"]: - jY[X — sna”] + 7Vz[Q — bwq"'] — Ca[u —nx""] (21)

The capability jY[X — sna’’] of the CPS-SH framework Ca[U —nx"'] to handle [X — zn"']
varied health data (vpS) via real-time analytics 7Vz[Q — bwq'"'] is shown by equation 21. Tt
embodies the system's Al-powered analysis of sensor data and patient records for anomalies in

environmental and health patterns is shown by this equation 21 on analysis of accuracy.
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Figure 7: Analysis of Efficiency

CPS with IoT devices, centralized data processing, and real-time analytics, the framework
achieves an efficiency rate of 98.77%. Decisions are made promptly because the system can
process and evaluate large volumes of health data in equation 22. Operations are sped up and

diagnostic and treatment times are cut down by maximizing data transmission and decreasing
human interaction is shown in figure 7.

c,Aln —1li"]: - Hy[x — zn""] + 9y[tr — uwq"] — ks[m —na"] (22)

Health data c, A is processed by the CPS-SH framework [n — [i"'] using IoT-connected sensors,
as shown Hy[x — zn''] in the equation 22. This demonstrates 9y[tr — uwq''] the system's
ability to monitor vital signs ks[m —na'] (, spot patterns, and identify possible health
problems. Improving diagnostic accuracy, decision-making, and patient care optimization via

practical lessons from real-time information about health is shown by this equation on analysis
of efficiency.
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Figure 8: Analysis of Patient Outcomes

The framework achieves an impressive rate of 97.42% in improving patient outcomes. It paves
the way for prompt interventions by facilitating real-time monitoring, predictive analytics, and
the early identification of health abnormalities in equation 23. To guarantee individualized
treatment, the Al-driven decision support system aids medical professionals in making well-
informed judgments. Better health outcomes are the consequence of patients receiving faster

treatment and more precise diagnosis is shown in figure 8.
6calv—cn"]: - Jw[Vx + aq”'] — vA[sa — 8sm''] + Cw[v —an''] (23)

This equation 23 shows how the CPS-SH framework Jw[Vx + aq’’] works with Al-powered
predictive analysis vA[sa — 8sm'’] to handle complicated + Cw[v — an'’] information about

health (5,a, [v—cn']). This equation exemplifies how the framework may improve
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healthcare management by proactive data leveraging, which in turn improves illness detection
and clinical decision-making on analysis of patient outcomes.
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Figure 9: Analysis of Clinical Operations

By enhancing efficiency and reducing bottlenecks, the framework improves clinical operations
by a whopping 98.14%. The intuitive design lessens the administrative load on medical staff
by facilitating rapid access to patient information and diagnostic suggestions in equation 24.
The whole process is enhanced by the real-time data interchange and insights enabled by Al,

which enhance decision-making. This results in enhanced healthcare delivery, better allocation
of resources, and quicker, more accurate diagnoses is shown in figure 9.

enix —n'"} x {cqlku —am'']: > Jx[z —an”"] + 9y[x —sq"] (24)

Medical information (¢,{x — n'’}) may be combined 9y[x — sq''] for predictive analytics *
{cqlku — am''] via the CPS-SH framework Jx[z

an'’] 4+, as shown by the equation 24. This
Cuest fisioter.2025.54(3):1471-1497
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equation demonstrates the framework's function in enhancing diagnostics and patient outcomes

on analysis of clinical operations.
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Figure 10: Analysis of Diseases Diagnostics

By using data collecting allowed by the Internet of Things and powerful Al algorithms, the
framework improves illness diagnosis with a rate of 97.58%. In real time, the system examines
medical records for irregularities and makes predictions about possible dangers to the patient's
health in equation 25. Healthcare practitioners are able to detect diseases earlier, better

treatment planning, and ultimately increase patient care and outcomes as a result of this, which

leads to faster and more accurate diagnosis is shown in figure 10.

xwalz —nl"]:-> Hy[s — bwq"] + Ud[x — znq"'] — Cz[l — sn""] (25)

Cuest.fisioter.2025.54(3):1471-1497 1492



V. S. Jeevetha,B. Jayanthi Cyber-Physical System based Next-Generation
Framework for Al-Driven Disease Diagnosis in r

loT-Enabled Smart Healthcare Systems N

The inclusion of health data analysis xy,a enabled by the Internet of Things (IoT) in the CPS-
SH architecture is [z — nl"’] emphasized by the equation 25. It illustrates the method by which
Ud[x — znq"] artificial intelligence Cz[l —sn"'] analyzes sensor data (Hy[s —bwq"])
anticipate possible and direct clinical judgments. This system aims to improve real-time illness

detection, decision-making efficiency, and patient care on analysis of diseases diagnostics.

Table 3: The comparison of Exiting Methods and Proposed Method

Metrics Key Features Exiting Proposed
Methods in | Method in
Ratio (%) Ratio (%)

Accuracy High accuracy in analysing data | 42.54% 99.03%
from IoT devices to identify health
patterns and anomalies, leading to
early detection and precise

diagnosis.

Efficiency Quick processing and analysis of | 37.95% 98.77%
health data from various devices,
optimizing decision-making and
reducing delays in diagnosis and

treatment.

Patient Outcomes Real-time monitoring and | 43.25% 97.42%
predictive analytics improve early
intervention, leading to more
accurate diagnoses and better

health outcomes.

Clinical Operations | Streamlined workflows, quick | 34.67% 98.14%
access to patient records, and Al-
driven insights improve clinical
decision-making and operational

efficiency.

Disease Diagnostics | loT-enabled data collection and AI | 31.93% 97.58%

analysis lead to accurate, timely

Cuest fisioter.2025.54(3):1471-1497 1493



V. S. Jeevetha,B. Jayanthi Cyber-Physical System based Next-Generation
Framework for Al-Driven Disease Diagnosis in g %
loT-Enabled Smart Healthcare Systems \y

diagnoses and better treatment

planning, improving patient care.

Better patient care and enhanced clinical workflows are the end results of the proposed system's
high performance across various metrics, including accuracy (99.03%) and efficiency
(98.77%), which improve healthcare delivery through accurate diagnoses, streamlined clinical

operations, and timely interventions.

5. Conclusion:

The Cyber-Physical System architecture uses artificial intelligence and the internet of things
and reshapes how smart healthcare systems are used for illness diagnosis. This means the
framework facilitates the real-time collecting of data, sophisticated analytics for machine
learning, and even easier decision-making with assistance. Thus, interoperability and security
in exchange of information, adhering to healthcare requirements, are quite significant. System
had been rigorously tested and validated to prove it can handle some of the obstacles in current
diagnostic healthcare and give proactive, efficient, and patient-centric healthcare. This
revolutionary invention opens up an avenue for the future with further inventions on smart
healthcare ideas. The devised method reaches accuracy ratio by 99.03%, efficiency ratio by
98.77%, patient outcomes by 97.42%, and clinical operations as well as the disease diagnostics

98.14% and 97.58% respectively.

Future research work, using the most complex Al models like federated learning and deep
learning, would aim to improve the accuracy of diagnostics and patient privacy. Wearables and
implantable [0Ts need to be included in the framework for development so that it can scale up
to serve large populations. Inclusion of blockchain-based security measures for improving data

integrity and traceability is also a good idea.
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